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Foreword

This document is intended as the preliminary draft of a new standards proposal, and as a basis
from which that standard can be implemented. We intend that this serve as an explanation of this
new technology, and as a complete description of the protocol.

This document is the second revision of the specification of HKDS, further revisions may
become necessary during the pursuit of a standard model, and revision numbers shall be
incremented with changes to the specification. The reader is asked to consider only the most
recent revision of this standards draft, as the authoritative expression of the current working
model of the specification.

The author of this specification is John G. Underhill, and can be reached at
john.underhill@protonmail.com

HKDS, the algorithm constituting the HKDS key distribution system is patent pending, and is
owned by QRCS Corporation, and Itk.swiss. The code described herein is copyrighted, and
owned by John G. Underhill.
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1: Introduction

One of the most challenging problems faced by both cryptographers and the financial services
industry, is that of key distribution. Many millions of terminals employed in many different
capacities, each needing to establish secure communications with a server to perform various
financial transactions that we all use every day. The scale of these transactions has in just a few
decades become enormous, and electronic payment is steadily replacing paper currency as the
primary means by which consumer purchases are transacted.

With this global change in the primary mode of sales and currency exchange, many serious
technological barriers have been overcome in a relatively short period of time, and chief among
these, has been the secure transfer of sensitive banking information between remote point-of-sale
devices and the servers that process these requests in the financial services industry.

That these barriers of scale and security have been solved, in the short term, and under immense
pressure to expand capabilities at a rapid pace, has led to the need to adopt older working
protocols, that are computationally expensive and have limited scalability.

Distributed unique key per transaction, DUKPT, was originally developed as a remote payment
system by VISA in the 1980’s. It was an effective way to check credit availability via a modem
and terminal, and scalability and complexity were less an issue, as it was limited to a relatively
select set of vendors that chose to install this equipment. This began to change in the 1990’s,
with the expansion of the online world, and the introduction of debit cards, which by the
beginning of the twenty-first century rose in popularity as an alternative, more convenient way
for the consumer to pay for goods and services. In the current day, electronic payment has almost
completely replaced older forms of payment such as cheques and money orders, and in many
places in the world is replacing paper currency as the most often used method of payment.

We have seen a tremendous increase in the use of electronic payment systems, and at some future
time, these payment methods may completely replace paper currency. Yet, despite this
tremendous increase in scale and the subsequent increase in cost and complexity required by this
unprecedented growth of electronic payments, we are still using underlying security systems that
are based on forty-year-old technology.

What we propose is a replacement for DUKPT; one that is more scalable to meet the ever-
increasing needs of the electronic payment industry. This replacement is authenticated, capable
of up to 512-bit security, and a fundamentally more secure architecture than DUKPT. It can be
scaled to the massive demands we will face in the future, and outperforms DUKPT by huge
margins, that will cut required transaction infrastructure costs by as much as seventy-five
percent. What we define here with the HKDS distributed key system, is what we believe will be
the future of remote financial transaction security.

The Hash-based Key Derivation System (HKDS) is a quantum-resistant key derivation protocol
designed to outperform traditional key management protocols like DUKPT-AES. By leveraging
the power of the Keccak sponge construction, HKDS provides superior efficiency in key
derivation, scalability, and post-quantum security.
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HKDS is built with the primary goals of increasing performance and security while addressing
the challenges posed by emerging technologies like quantum computing. HKDS uses Keccak,
the foundation of SHA-3, which is well-known for its flexibility and resistance to quantum-based
attacks. This enables HKDS to handle higher transaction loads, making it particularly well-suited
for industries such as financial services and high-performance computing.

Compared to DUKPT-AES, HKDS offers:

e Quantum resistance: By relying on Keccak's design, HKDS is resistant to attacks from
quantum computers, future-proofing it for post-quantum cryptographic environments.

e Enhanced performance: HKDS employs parallelism in its key derivation process,
resulting in significantly faster encryption and decryption times.

e Scalability: HKDS is designed to scale in high-transaction environments, maintaining
consistent performance even as the number of transactions grows.

As industries face the inevitable need to upgrade their security systems in the face of quantum
threats, HKDS presents a more efficient, secure, and forward-looking alternative to existing
protocols like DUKPT-AES-256.

1.1 Purpose

The HKDS key management protocol, utilized in conjunction with the Keccak family of message
authentication code generators (KMAC), and extended output functions (SHAKE), is used to
derive unique symmetric keys employed to protect messaging in a financial services
environment. The security of a distributed key scheme is directly tied to the secure derivation of
transaction keys, used to encrypt a message cryptogram. This specification presents a distributed
key management protocol that generates unique transaction keys from a base terminal key, in
such a way that:

1) The terminal does not retain information that could be used to reconstruct the key once
the transaction has been completed (forward security).

2) The capture of the terminals state, does not provide enough information to construct
future derived keys (predicative resistance).

3) The server can reconstruct the transaction key using a bonded number of cryptographic
operations.

HKDS is a two-key system. It uses an embedded key on the client to encrypt token exchanges
and as a portion of the key used to generate the transaction key cache. It also uses a token key; an
ephemeral key derived by the server, encrypted and sent to the client, as the second part of the
key used to initialize the PRF that generates the transaction key cache. There are numerous
advantages to using two keys in this way:

1) The client’s embedded device key need never be updated, the base token key can be updated
instead, to inject new entropy into the system.
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2) The client can produce a practically unlimited number of derived transaction keys, there is no
upper limit, so long as the base token key is periodically refreshed (after many thousands of
token derivations, or millions of transactions).

3) This method provides both forward secrecy, and predictive resistance. Even if the client’s state
is captured, the adversary will not be able to derive past key caches from the information
contained in the state. Likewise, the adversary will not be able to derive future key caches based
on the captured state alone.

4) The client’s key can be changed, without changing the embedded key itself (which is usually
stored in a tamper-proof module, and can only be changed via direct access to the terminal
device). The client’s master key identity can be changed instead, pointing to a different master
key, that derives the same embedded device key, but uses a different base secret token key.

5) Exceptional performance; HKDS is highly efficient, outperforming DUKPT-AES by 4 times
the decryption speed with a 128-bit key, to as much as 8 times faster than DUKPT using a 256-
bit key, and we believe if using embedded Keccak CPU instructions, the performance of HKDS
can be vastly improved upon.

6) Security. HKDS can be implemented with 128, 256, and 512-bit security settings, and uses
strong NIST standardized KMAC authentication, and SHAKE for key derivation.

2: Scope

This document describes the HKDS key distribution protocol, which is used to derive per
transaction unique keys from an initial embedded device key on a terminal and recreate that
transaction key on a transaction processing server. This document describes the generation of
these unique keys on the terminal, the authentication of cryptograms encrypted with those keys,
recreating those keys on the transaction processing server, the verification of cryptogram
messages, and the messaging protocol used to transmit keys and messages between the terminal
client and transaction server. This is a complete specification, describing the cryptographic
primitives, the key derivation functions, and the complete client to server messaging paradigm.

2.1 Application

This protocol is intended for institutions that implement distributed key systems to encrypt and
authenticate secret information exchanged between remote terminals and transaction processing
servers, such as ATMs, point-of-sale devices, or other technology commonly employed by the
financial services industry that are used for remote payment transactions.

The key derivation functions, authentication and encryption of messages, and message
exchanges between terminals and transaction servers defined in this document must be
considered as mandatory elements in the construction of an HKDS key distribution system.
Components that are not necessarily mandatory, but are the recommended settings or usage of
the protocol shall be denoted by the key-word SHOULD. In circumstances where strict
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conformance to implementation procedures are required but not necessarily obvious, the key-
word SHALL will be used to indicate compulsory compliance is required to conform to the
specification.

3. Protocol Description

The Hash-based Key Derivation System (HKDS) relies on the Keccak sponge construction to
perform secure key derivation. The protocol involves multiple stages of key exchange,
encryption, and decryption, all optimized for parallel execution to maximize performance.

3.1 Key Derivation Process

The key derivation process in HKDS is based on Keccak's sponge function, which operates in
two phases:

e Absorption Phase: The input data (e.g., secret keys or random nonces) is absorbed into
the internal state.

e Squeezing Phase: The final key is generated by squeezing the internal state, producing
the derived cryptographic key.

This process ensures that the keys generated are secure and resistant to a wide range of
cryptographic attacks, including brute-force and quantum-based threats.

3.2 Parallelism in Key Exchange

Unlike traditional key derivation protocols such as DUKPT-AES, which rely on sequential
operations, HKDS is designed to take advantage of parallel processing. Each stage of the key
exchange can be handled concurrently, allowing multiple keys to be derived simultaneously,
drastically reducing the time required for large-scale key exchanges.

3.3 Keccak Sponge Function

The sponge construction of Keccak makes it ideal for HKDS. It operates by transforming the
input data through a series of bitwise XOR and permutation operations. Keccak's flexibility
allows for variable-length output, making it suitable for different security requirements, from
128-bit keys to 512-bit keys, ensuring forward compatibility and adaptability to future
cryptographic needs.

3.4 Key Generation in HKDS
The derived key £ is generated as follows:
k—SHAKE(S, len)

Where S represents the internal state of the sponge and /en is the desired key length. This
approach allows HKDS to produce keys of variable lengths, depending on the required security
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parameters. The SHAKE function (SHA-3’s extendable output function) is ideal for generating
symmetric keys from shared secrets.

3.5 Scalability and Efficiency

The parallel nature of the Keccak-based HKDS key derivation makes it highly scalable. It can
handle large numbers of transactions in environments like financial services, where secure and
fast key exchanges are critical. The ability to derive keys for multiple transactions
simultaneously reduces the latency and overhead associated with secure communication.

3.6 Certificate and Trust Management

HKDS can also be integrated into systems that rely on certificates for trust management. The
derived keys can be used in conjunction with digital certificates to establish trust between
communicating parties. The certificates contain public keys, and the trust relationships are
enforced through public key infrastructure (PKI).

4. Internal Functions

The internal functions of HKDS are designed to ensure efficient key management, secure
communication, and effective memory handling. These functions are optimized to support the
high-performance, parallel processing nature of HKDS, making it suitable for environments with
large-scale key exchanges and high transaction volumes.

4.1 Initialization

The initialization function sets up the initial internal state of the system. This includes setting up
buffers for the Keccak sponge function, initializing nonces, and preparing the cryptographic
operations for key exchange. Initialization also handles certificate validation when used in a
public key infrastructure (PKI) setting, ensuring the identities of the communicating parties are
authenticated before any keys are derived.

4.2 Key Generation

HKDS derives symmetric keys using the SHAKE function from the Keccak sponge. The key
generation function works by absorbing shared secret material (like nonces or pre-shared secrets)
into the Keccak sponge and squeezing out the desired key length. The function is parallelized,
allowing multiple keys to be generated simultaneously for different transactions.

Key Derivation Formula:
k—SHAKE(S, len)
Where S is the internal state and /en is the desired key length.

4.3 State Management
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State management is critical for maintaining the integrity of the cryptographic operations in
HKDS. The internal state of the Keccak sponge must be securely handled to ensure the
correctness of key derivation and cryptographic operations. The state is updated during each
phase of the key exchange, encryption, and decryption processes, ensuring that it reflects the
latest cryptographic inputs (such as nonces, secrets, and random numbers).

Internal State Update:

S /(S D M)

Where M; is the input message block and f'is the Keccak permutation function.
4.4 Parallel Processing

HKDS is built with parallelism at its core, allowing multiple cryptographic operations to occur
simultaneously. Each independent transaction or key exchange is handled by a separate instance
of the internal state, ensuring that the system can handle high transaction volumes without
bottlenecks.

Parallel Key Generation:

Si 1 (Si D M)

Where each transaction 7 operates on its own state S;, ensuring efficient parallel key generation.
4.5 Memory Management

Efficient memory management ensures that cryptographic operations do not introduce
vulnerabilities such as side-channel attacks. Memory handling in HKDS involves secure
allocation and deallocation of buffers, particularly for sensitive material such as keys and
intermediate states. Once cryptographic operations are complete, the memory is wiped to prevent
data leakage.

4.6 Session Key Handling

Once a session key is derived, HKDS securely stores the key for use in encryption and
decryption operations. Each session key is associated with a specific transaction, ensuring that
even if one key is compromised, it does not affect other sessions. Keys are generated on a per-
session basis and are discarded after use to maintain forward secrecy.

5. Mathematical Description

The Hash-based Key Derivation System (HKDS) is built on the cryptographic foundations of the
Keccak sponge construction, offering both security and performance improvements over existing
key derivation protocols like DUKPT. This section provides a detailed mathematical breakdown
of the HKDS key exchange, including performance benchmarks that demonstrate its efficiency.

5.1 Keccak Sponge Construction
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The core of HKDS is based on the Keccak sponge construction, which operates in two phases:
absorption and squeezing.

Absorption Phase:
S—f(S D M)

Where S is the internal state, M; is the input block, and fis the Keccak permutation function. In
this phase, the input data is XORed with the current state and absorbed into the sponge.

Squeezing Phase:

Zf(S)

After absorption, the squeezing phase generates the final cryptographic key Z by transforming

the internal state.

5.2 Parallelism in HKDS

Unlike sequential key derivation protocols, HKDS employs parallel processing to enhance
efficiency. Multiple keys can be generated simultaneously, allowing for better scalability in
environments that require high transaction throughput.

Parallel Key Generation: Si«—f'(Si @ M;) each key derivation instance S; operates
independently, ensuring that multiple transactions are processed concurrently.

5.3 Performance Benchmarks

HKDS has been benchmarked against DUKPT-AES and DUKPT-AESNI, showing significant
performance advantages, particularly in decryption and encryption tasks. Below are the
performance comparisons:

Task HKDS-128 HKDS-256 DUKPT-128 DUKPT-256
Decryption 1761 1675 12013 22534
Encryption 101 102 4226 11686
Encrypt-MAC 1461 1479 13276 26139
Decrypt-Verify 3545 3548 27733 48615

Table 5.3a: HKDS vs. DUKPT-AES Performance Benchmarks (Time in Nanoseconds)

Task HKDS-128 HKDS-256 DUKPT-128 DUKPT-256
Decryption 1866 1751 7414 11615
Encryption 96 112 2497 4495
Encrypt-MAC 1404 1475 10413 14188
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Decrypt-Verify 3683 3563 19071 27094

Table 5.3b: HKDS vs. DUKPT-AESNI Performance Benchmarks (Time in Nanoseconds)

5.4 Estimated Performance with Embedded Keccak Instructions

With future support for embedded Keccak instructions, performance can be further improved
by an estimated 2x to 3x. This would reduce operation times significantly, particularly for
decryption and encryption tasks.

Estimated Benchmarks with Embedded Keccak:

Task HKDS-128 HKDS-256 HKDS-128 HKDS-256
(Embedded) (Embedded)
Encryption 101 102 34 34
Encrypt-MAC | 1461 1479 487 493
Decrypt-Verify | 3545 3548 1182 1183

Table 5.3c: HKDS Embedded Performance Benchmarks (Time in Nanoseconds)

5.5 Security Properties

The cryptographic strength of HKDS is built on Keccak's proven resistance to common attacks,
including:

e Collision Resistance: HKDS provides 27/2 security for collision resistance, making it
highly unlikely for two different inputs to produce the same output.

o Preimage Resistance: HKDS offers 2" protection against preimage attacks, ensuring that
an attacker cannot reverse-engineer the input from the output.

e Post-Quantum Resistance: Keccak’s structure ensures that HKDS is resistant to
quantum-based attacks, making it future-proof for post-quantum cryptography.

5.6 Symmetric Key Derivation

HKDS generates keys using the SHAKE function, which allows for flexible output sizes,
making it adaptable for both 128-bit and 256-bit security levels.

Key Derivation Formula:

k—SHAKE(S, len)

Where S is the internal state and len represents the desired key length.

10
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6. Security Analysis

HKDS offers strong cryptographic security based on the Keccak sponge construction. This
section provides an analysis of HKDS’s security properties in comparison to traditional key
derivation systems, particularly DUKPT-AES-256. The key focus areas include resistance to
brute-force attacks, quantum computing threats, and side-channel attacks.

6.1 Quantum Resistance

HKDS is designed with post-quantum security in mind. Traditional key derivation systems like
DUKPT-AES are vulnerable to quantum computing threats, which could significantly reduce the
effective security of AES. Specifically, Grover’s algorithm could reduce the security of AES-256
from 256 bits to 128 bits, making it more vulnerable to brute-force attacks by quantum
computers.

In contrast, HKDS’s reliance on Keccak (which powers SHA-3) provides strong resistance to
quantum-based attacks. The SHAKE function used in HKDS is highly adaptable, making it
resistant to known quantum attacks like Grover’s and Shor’s algorithms. This future-proofs
HKDS, ensuring that it remains secure even as quantum computing evolves.

6.2 Brute-Force Resistance

e Collision Resistance: HKDS provides a security margin of 27/2 for collision resistance,
where n is the output size (e.g., 256 bits for HKDS-256). This makes it computationally
infeasible to find two distinct inputs that hash to the same output, protecting against
collision attacks.

o Preimage Resistance: HKDS offers a security bound of 2" against preimage attacks,
where nnn is the output size. This ensures that an attacker cannot reverse-engineer the
input from the output, even with substantial computational power.

e Second-Preimage Resistance: Similarly, second-preimage resistance is maintained with
a security level of 2, preventing an attacker from finding a second input that produces
the same output as a given input.

6.3 Comparison with DUKPT-AES-256

DUKPT-AES-256, while a widely used key derivation protocol, has several weaknesses when
compared to HKDS:

e Sequential Key Derivation: DUKPT relies on sequential key derivation, which limits its
scalability and efficiency. This makes DUKPT-AES-256 vulnerable in high-transaction
environments where multiple key exchanges must happen quickly.

e Vulnerability to Quantum Attacks: As mentioned earlier, AES-256’s security level is
expected to be reduced by Grover’s algorithm, bringing it down to 128-bit security.
HKDS, by relying on Keccak, offers stronger protection in a post-quantum world.

11
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o Degradation with High Transaction Volumes: In DUKPT, performance degrades as the
number of transactions increases due to the reliance on sequential key exchanges. HKDS,
on the other hand, remains efficient even with large-scale operations, thanks to its parallel
processing capabilities.

6.4 Side-Channel Attack Defenses

HKDS provides several measures to protect against side-channel attacks, which exploit
weaknesses in the implementation of cryptographic algorithms rather than breaking the
algorithms themselves.

o Memory Management: Sensitive data, such as keys and intermediate states, is securely
wiped from memory after use, preventing attackers from extracting cryptographic
material through memory access.

o Secure Buffer Management: HKDS ensures that cryptographic operations are
performed in secure memory spaces, reducing the likelihood of leaking sensitive
information through side channels.

o Resistance to Timing Attacks: The Keccak sponge function, which powers HKDS, is
resistant to timing attacks due to its consistent execution time across different inputs,
reducing the ability for attackers to infer data from execution time variances.

6.5 Forward Secrecy

HKDS provides forward secrecy by ensuring that session keys are ephemeral and discarded
after use. Even if an attacker were to compromise one session key, it would not provide them
access to past or future keys. This is a key feature that enhances the overall security of
communication channels using HKDS.

6.6 Key Compromise Impact

In the event of a key compromise, HKDS limits the damage to the specific session in which the
key was used. Since HKDS derives a unique key for each session, compromising one key does
not provide access to other session keys, unlike in systems where a single compromised key can
be used to decrypt multiple communications.

6.7 Post-Quantum Readiness

As quantum computing becomes more advanced, many current encryption protocols will become
vulnerable. HKDS’s design, based on Keccak and its quantum-resistant properties, positions it as
a future-proof solution for industries that require long-term security, such as financial services
and government communications.

7. Application Scenarios

12
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The Hash-based Key Derivation System (HKDS) is designed to address the needs of various
high-performance environments, particularly those requiring quantum-resistant key management.
This section explores how HKDS can be applied in real-world scenarios, with a focus on cost
savings, scalability, and future-proofing against quantum threats.

7.1 Financial Transactions and Payment Processing

One of the most critical applications for HKDS is in the field of financial transactions, where
DUKPT-AES is widely used today. Almost all credit and debit card transactions worldwide use
DUKPT for secure key management. However, as quantum computing advances, the security of
AES will be challenged, and AES-256 will become a necessity to maintain security levels.

Quantum-Resistant Key Management:

HKDS’s quantum resistance offers a clear path forward for financial institutions looking to
future-proof their payment systems. Since HKDS provides post-quantum security and operates at
faster speeds than DUKPT, it can handle the high transaction volumes of payment processing
systems while providing superior security.

Performance and Cost Comparison:

Switching from DUKPT-AES-256 to HKDS-256 would result in significant cost savings due to
the parallelism and increased efficiency of HKDS. If financial institutions were to adopt
DUKPT-AES-256 as a response to quantum threats, it would more than double the transaction
processing time.

Infrastructure Costs: The cost of upgrading the world's payment processing infrastructure to
support DUKPT-AES-256 would be substantial, likely in the range of $2-3 billion globally. This
includes the need for additional hardware to maintain current transaction speeds. In contrast,
HKDS is at least four times as fast as DUKPT-AES-256 in decryption and up to eight times as
fast in certain configurations, meaning that financial institutions would save significant amounts
in infrastructure costs. These savings are estimated to be in the range of $1.5-2 billion globally.

7.2 Quantum-Resistant Communication for Governments

Governments around the world are beginning to prepare for the advent of quantum computing by
adopting post-quantum cryptography. HKDS’s use of Keccak, which is resistant to quantum
attacks, makes it a strong candidate for securing sensitive government communications.

Use in Military and Classified Communications:

Classified communications that require long-term confidentiality must adopt quantum-resistant
technologies to ensure that even in the event of future quantum breakthroughs, past
communications cannot be decrypted. HKDS provides the level of security necessary for military
communications, where forward secrecy and resilience to quantum attacks are paramount.

7.3 Internet of Things (IoT)

13
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With the explosion of IoT devices, there is an increasing demand for lightweight and secure key
management protocols that can handle the scale of billions of connected devices. HKDS’s
efficient key derivation and scalable architecture make it well-suited for the IoT landscape.

Scalability:

The parallelism in HKDS allows for simultaneous key derivation across thousands of devices,
making it an ideal solution for IoT ecosystems where rapid and secure key exchanges are
required. Furthermore, the protocol's ability to generate session-specific keys ensures that if one
device is compromised, the rest of the system remains secure.

7.4 Post-Quantum Financial Regulations

It is likely that, in the near future, financial regulators in the United States and Europe will
mandate the use of 256-bit keys to secure payment systems from quantum threats. Once quantum
computers become practical, AES-128 will no longer provide sufficient protection, making AES-
256 or quantum-resistant alternatives like HKDS mandatory.

Estimated Cost of Global Transition:

If all financial institutions were required to adopt AES-256 for DUKPT, the estimated cost of
doubling the transaction processing infrastructure would be in the billions of dollars. With
HKDS’s performance being four to eight times faster than DUKPT-AES-256, institutions could
avoid doubling their infrastructure costs. This results in potential savings of billions of dollars
globally.

HKDS as the Standard:

Should HKDS become the standard for post-quantum key derivation, it would not only secure
financial transactions but also reduce the overhead and cost associated with scaling encryption
systems to quantum-resistant levels.

7.5 Valuation of a Patented HKDS

If HKDS were patented, its market value could be substantial. Cryptographic protocols that
address quantum resistance are in high demand, and HKDS’s scalability and performance
benefits position it well in the market.

Licensing Revenue:

A patented HKDS could be licensed to financial institutions, government agencies, and
corporations worldwide. Given the size of the global payment processing market and the
increasing demand for quantum-resistant solutions, HKDS could generate annual licensing
revenues in the range of $10-50 million or more.

Total Valuation:

Given HKDS’s potential for broad adoption in financial services, IoT, and government
communications, its total valuation as a patented technology could range from $100 million to

14
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several hundred million dollars, depending on the speed of industry adoption and the level of
regulatory pressure to move toward post-quantum cryptographic systems.

8. Conclusion

HKDS offers a robust, scalable, and quantum-resistant alternative to traditional key management
protocols like DUKPT-AES. With the rapid advancements in quantum computing and the
impending need for stronger cryptographic protections, HKDS is positioned as a forward-
thinking solution that addresses both current and future security challenges.

Key Strengths of HKDS:

e Post-Quantum Security: By utilizing the Keccak sponge construction, HKDS is
inherently resistant to quantum-based attacks, ensuring long-term security for sensitive
transactions and communications.

e Superior Performance: HKDS outperforms DUKPT-AES by a significant margin in
both encryption and decryption tasks. The ability to process multiple key derivations in
parallel ensures that it scales well in high-transaction environments, such as financial
systems and [oT networks.

e Scalability: HKDS’s architecture allows it to handle large-scale key exchanges with ease,
making it suitable for industries where performance, speed, and security are critical.

o Cost Savings: Transitioning to HKDS offers substantial cost savings, especially when
compared to the infrastructure upgrades required to adopt AES-256 in DUKPT-based
systems. These savings, particularly in the global payment processing industry, could
reach into the billions of dollars.

Security and Future-Proofing:

As quantum computing continues to evolve, the need for cryptographic systems that can
withstand quantum attacks becomes more urgent. HKDS’s reliance on Keccak, which forms the
foundation of SHA-3, ensures that it is well-equipped to handle both current and future
cryptographic challenges. The system also provides forward secrecy, making it resilient to
potential key compromises, even in the event of future breakthroughs in cryptanalysis.

Recommendations:

Given the demonstrated performance and security advantages of HKDS, we recommend its
adoption in industries requiring high-performance key management and quantum-resistant
cryptography. Financial institutions, government agencies, and [oT providers stand to benefit
significantly from the efficiency and security that HKDS offers.

In conclusion, HKDS is a future-proof solution that delivers on both performance and security,
making it a viable and superior alternative to traditional systems like DUKPT-AES. With its
ability to handle the emerging challenges of the quantum era, HKDS is positioned to become a

15



HKDS-2024 1.1b

critical component in the next generation of secure communications and key management
protocols.
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