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Chapter 1: Introduction

This report presents a cryptanalytic assessment of the Post Quantum Shell (PQS)
protocol and its reference implementation. PQS is a post-quantum secure remote shell
intended as a drop-in replacement for SSH in environments where long-term
confidentiality and integrity remain critical in the presence of quantum-capable
adversaries. The protocol exposes a simple client-server abstraction: a client
authenticates a server, then both parties share a symmetric, authenticated tunnel for
arbitrary application data.

According to the PQS 1.0 specification, the protocol is designed around a one-way trust
model, named the Simplex exchange, in which the client authenticates the server and
derives a single shared secret for an encrypted channel. The server does not
authenticate the client at the key-exchange layer; any client authentication is deferred to
the application that runs over the tunnel.

PQS is built on post-quantum cryptographic primitives selected from Kyber or McEliece
for key encapsulation, Dilithium or SPHINCS+ for signatures, and Keccak-based
functions (SHA3, SHAKE, KMAC) for hashing, key derivation, and message
authentication. Symmetric protection of application data uses the Rijndael
Cryptographic Stream (RCS) in AEAD mode integrated with KMAC, or, in the current
reference implementation, AES-256-GCM as a compile-time alternative. These choices
target a classical 256-bit security level while remaining secure against known quantum
algorithms.



The PQS specification is intended as an engineering-level description of a protocol that
can scale to large numbers of concurrent clients, with a per-connection state footprint
below 4 KiB and ephemeral encapsulation keys per session. The reference C
implementation provided with the specification realizes this design using a compact
packet format and a minimal state machine shared between client and server.

This document does not propose a new protocol. Instead, it evaluates whether the
existing PQS design and implementation achieve their stated security goals under a
standard adversarial model.

1.1 Background and Motivation

The cryptanalytic motivation for PQS is classical: RSA, finite-field Diffie-Hellman, and
elliptic-curve Diffie-Hellman lose their hardness assumptions in the presence of large-
scale quantum computers. Shor's algorithm breaks discrete-logarithm and factoring-
based systems, while Grover's algorithm halves the effective security of symmetric
primitives. A remote shell that relies on RSA or ECDH for authentication and key
exchange therefore offers at best temporary security if transcripts can be recorded
today and decrypted in the future.

PQS targets exactly this threat. It replaces classical public-key components with post-
quantum primitives whose security reductions are believed to hold even against
quantum adversaries. The protocol is intended for deployments where long-term
confidentiality is non-negotiable, for example financial trading platforms, critical
infrastructure management, or government systems, where traffic recorded now may
still be sensitive decades later.

From a systems perspective, PQS also aims to avoid the complexity of SSH's negotiation
and multi-algorithm layering. The Simplex exchange uses a fixed configuration string
that names the signature scheme, KEM, hash family, and symmetric cipher in one
compact identifier. Both endpoints must share the same configuration string or the
connection is rejected. This removes negotiation as an attack surface and allows static
analysis of a single, concrete parameter set.

1.2 High-Level Protocol Overview

PQS uses a compact, shared packet format for both the handshake and data phases.
Each packet begins with a 21 byte header that contains a one byte flag, a 32 bit



message length, a 64 bit sequence number, and a 64 bit UTC creation time. The body

carries either handshake material (for example, ciphertext or signed hashes) or

encrypted application data up to an implementation bound. All header fields are treated

as security-critical: the sequence number provides ordering and anti-replay within a

session, and the timestamp is checked against a configurable validity window to detect

delayed or replayed messages.

The Simplex key exchange proceeds in three logical phases, Connect, Exchange, and

Establish, each encoded by specific flag values in the packet header. At a high level:

1. Connect

The client sends a packet containing a key identity (kid) and a protocol
configuration string (cfg).

Both sides compute a session cookie hash

sch = H(cfg || kid || pvk)
where pvk is the long-term server verification key, using SHA3 as defined in
the specification.

The server verifies that it recognizes the key identity and that cfg matches its
own compiled configuration.

2. Exchange

The server generates an ephemeral KEM key pair, serializes a connect-
response header, hashes the header and public KEM key, and signs this hash
with its long-term signature key.

The client verifies the signature under the pinned pvk, recomputes the hash
over the received header and public key, and compares it to the signed value.

Upon success, the client encapsulates a secret under the ephemeral public
key, sends the resulting ciphertext, and derives symmetric keys and nonces
from the shared secret and sch using SHAKE as a KDF.

3. Establish

The server decapsulates the shared secret, recomputes the same KDF input,
and initializes its transmit and receive ciphers with direction-specific keys and
nonces.



= Both sides mark the session as established when the last handshake flag is
received without error.

After Establish, both client and server treat all further packets as encrypted messages.
The header is serialized and fed as associated data into the symmetric AEAD cipher,
either RCS with KMAC as specified or AES-256-GCM in the current code, which ensures
that sequence number, timestamp, and flag values are covered by authentication tags.
The implementation aborts the connection on any tag mismatch or invalid header, and
clears session state before reuse.

1.3 Security Objectives

The PQS specification describes security goals informally in the security and
cryptanalysis sections, and sketches a more formal perspective using a variant of the
Canetti-Krawczyk authenticated key exchange model adapted to one-way trust. In this
setting, the client authenticates a single static server identity, and the adversary controls
the network and has oracle access to the underlying post-quantum primitives.

The main protocol-level objectives are:

« Server authentication
The client should accept a session as established only if it has verified a valid
Dilithium (or alternative post-quantum) signature on a hash that fully binds the
server's ephemeral KEM public key to the connection context, including the
serialized response header and configuration parameters.

o Key indistinguishability
Session keys derived from the encapsulated secret and sch should be
computationally indistinguishable from random to any adversary that does not
break the IND-CCA KEM or the PRF-like behavior of SHAKE.

e Forward secrecy
Each Simplex exchange uses a fresh ephemeral KEM key pair whose private
component is destroyed after use. Compromise of the server's long-term signing
key or future session keys should not reveal past session keys under the assumed
hardness of the KEM.

e Replay and ordering protection
Packets must be rejected if their sequence number does not increment



monotonically or if their UTC timestamp lies outside an implementation-defined
window around the receiver’s local time. This dual check is intended to prevent
both intra-session replay and cross-session reuse of recorded packets.

Integrity and confidentiality of data

The AEAD channel must ensure that any modification, truncation, or reordering of
ciphertext is detected and results in session termination, and that ciphertexts
reveal no information about plaintext beyond length.

Denial-of-service resilience

The implementation should perform inexpensive checks, such as header
validation and message size bounds, before engaging in expensive post-quantum
operations, and should avoid long-lived resources that can be exhausted by
unauthenticated traffic.

These objectives form the benchmark against which this cryptanalysis evaluates both the

design and the C reference implementation.

1.4 Scope and Methodology

This assessment considers both the abstract protocol as laid out in the PQS 1.0

specification and the concrete behavior of the accompanying C implementation. The

analysis covers:

The Simplex handshake, including the structure of messages, computation of sch,
binding of the server's ephemeral KEM public key to the signed context, and
derivation of symmetric keys and nonces.

The data channel, including header handling, AEAD usage, sequence and
timestamp validation, and error handling in both client and server code.

The adversarial model described in the specification’s later chapters, including
quantum capabilities and oracle access to underlying primitives, and its
consistency with the protocol’s actual behavior.

Implementation aspects that affect the cryptographic guarantees, such as key
lifetime management, state initialization and teardown, and error handling paths
in kex.c, pgs.c, client.c, and server.c.



The report does not attempt side-channel measurements, proof-of-concept exploits, or
a comprehensive performance benchmark. Its focus is on logical soundness, alignment
between specification and implementation, and identification of structural strengths and
weaknesses relevant to long-term security.

1.5 Contributions and Structure of this Report
The main contributions of this cryptanalysis are:

1. A formalization of the PQS Simplex protocol
We construct the state machines and message flows directly from the
specification and source code, clarifying which fields are authenticated at each
step, how sch is constructed and used, and how session keys are derived and
assigned to directions.

2. A consistency check between specification and implementation
We compare the behavior described in the PQS 1.0 document with the actual C
implementation to confirm that the deployed code realizes the intended security
properties, and to highlight places where the two diverge.

3. A structured security analysis in a one-way authenticated key exchange model
We evaluate server authentication, key indistinguishability, forward secrecy,
replay resistance, and data-channel integrity under the adversarial capabilities
described in the specification, including post-quantum attacks.

4. ldentification of residual risks and operational assumptions
We document the dependence of PQS on accurate clocks, pinned verification
keys, secure key distribution, and high-quality randomness, and we describe the
consequences of misconfiguration or key compromise in this model.

The remainder of this report is organized as follows:

e Chapter 2 defines the threat model, cryptographic assumptions, and security
goals in a formal one-way AKE framework tailored to PQS.

e Chapter 3 describes the protocol in a structured notation, detailing the packet
formats, state machines, and key derivation steps as implemented.

o Chapter 4 provides a security analysis of the handshake and channel under the
stated assumptions.



e Chapter 5 gives a mathematical description of the cryptographic operations and
games used for reasoning about security.

e Chapter 6 examines the construction from a cryptanalytic perspective, including
replay, downgrade, and key-compromise scenarios.

o Chapter 7 discusses verification and implementation considerations, with
attention to memory safety and side-channel resistance.

e Chapter 8 comments on performance and scalability from an architectural
viewpoint.

Together, these chapters aim to determine whether PQS 1.0, as specified and
implemented, provides a sound and deployable post-quantum replacement for SSH in
the environments for which it was designed.

Chapter 2: Model and Assumptions

This chapter defines the abstract model used to analyze PQS, including the
communication setting, cryptographic assumptions, adversary capabilities, and target
security properties. The structure follows the one way authenticated key exchange view
in the PQS 1.0 specification, in particular the Simplex cryptanalysis section.

Throughout, we treat the PQS Simplex exchange as a two party protocol between a
client and a server running over an untrusted network, with the adversary controlling the
network and having oracle access to the underlying post quantum primitives.

2.1 Entities and communication model
There are two protocol roles:

o Client (C)
Initiates connections, holds a pinned copy of the server verification key, and
accepts or rejects a session based on the handshake transcript. It has no long
term asymmetric key in the design.

e Server (S)
Listens for incoming connections, holds a long term post quantum signature key



pair and a private database of server keys, and generates a fresh ephemeral KEM
key pair for each handshake.

Communication takes place over a hostile network. The adversary can observe, delay,
reorder, drop, or inject arbitrary packets between C and S. All traffic is carried in PQS
packets that share a fixed 21 byte header and a variable length message body. The
header holds:

e a1 byteflag

e a4 byte message length

« an 8 byte sequence number
e an 8 byte UTC timestamp

The same packet format is used for the handshake and the encrypted tunnel. The
receiver validates header fields before processing any packet and rejects packets that
exceed configured limits or violate ordering rules.

The logical trust model is one way. C authenticates S based on its pinned verification
key, but S does not authenticate C at the protocol layer in the Simplex mode. Client
authentication, if any, is deferred to the application running over the tunnel.

2.2 Cryptographic primitives and assumptions
PQS is instantiated with the following primitives:

o Key encapsulation mechanism (KEM)
Kyber is used in the reference implementation. The specification also describes
McEliece as an alternative.

e Signature scheme
Dilithium is used in the reference implementation. The specification also allows
SPHINCS+ as an alternative.

o Hash and XOF functions
SHAS3 for hashing, SHAKE / cSHAKE as extendable output functions and KDFs,
and KMAC as a keyed MAC, all from the Keccak family.

o Symmetric authenticated cipher
RCS, a Rijndael based stream cipher used in AEAD mode together with KMAC.



The C code allows AES 256 GCM as a compile time substitute but the
specification treats RCS as the primary choice.

The security analysis assumes the following properties:

1.

IND CCA security of the KEM.

Kyber (or McEliece, where configured) is assumed indistinguishable under
adaptive chosen ciphertext attack. Under this assumption, the shared secret
output of decapsulation is computationally indistinguishable from random to any
adversary without the private key.

EUF CMA security of the signature scheme.

Dilithium (or SPHINCS+) is assumed existentially unforgeable under chosen
message attack. A successful forgery on any handshake signature or certificate
chain implies a break of this assumption.

Pseudo-randomness of SHAKE and KMAC.

SHAKE and KMAC are modeled as pseudo-random functions in the relevant
domains. In particular, the KDF outputs derived from the KEM secret and session
cookie are assumed computationally indistinguishable from uniform keys, and
KMAC tags are assumed unforgeable without the key.

AEAD security of RCS (or AES GCM).

RCS combined with KMAC is modeled as an AEAD that provides confidentiality
and integrity for ciphertexts, under nonce uniqueness and secret keys chosen
uniformly at random. The same assumption applies if AES 256 GCM is used.

Entropy of ephemeral keys and nonces.

Ephemeral KEM key pairs and any symmetric nonces are assumed to be
generated from a secure RNG that provides sufficient entropy and is
unpredictable to the adversary. The specification references NIST random number
generation guidance.

These assumptions are standard for modern post quantum protocols and correspond to

the assumptions used in the Simplex cryptanalysis table in the PQS specification.

2.3 Adversarial capabilities

Following the PQS Simplex cryptanalysis section, we adopt an active, adaptive adversary

with full control over the network and oracle access to the underlying primitives.



The adversary may:
« Eavesdrop on all packets exchanged between client and server.
« Drop, delay, reorder, and inject packets arbitrarily.

o Replay previously recorded packets, either within the same session or across
sessions.

e Issue chosen ciphertext queries to the KEM, modeling its ability to trigger
encapsulations and decapsulations in other sessions or on other hosts that use
the same long term keys.

e Issue chosen message queries to the signature scheme, modeling certificate

issuance or normal protocol use in other sessions.

o Compromise long term server secrets (for example the Dilithium signing key)
either before or after a session.

« Compromise ephemeral state for a specific session, including derived symmetric
keys, after that session completes.

e Obtain a large scale quantum computer after protocol termination and run
quantum algorithms such as Shor and Grover against any recorded public data
and ciphertexts.

In the one way trust setting, the adversary’s primary goals are:
1. To impersonate the server to the client.
2. To distinguish the session keys from random or recover them directly.

3. To replay, reorder, or tamper with packets in a way that is not detected, or that
leads to exploitable protocol desynchronization.

The adversary does not have direct access to secret key material except through the
modeled key compromise events and oracle queries above, and cannot influence the
internal randomness beyond what follows from interacting with the protocol.

2.4 Security goals

The target properties follow the labels in the cryptanalysis table, adapted to the actual
one-way trust behavior of the implementation.



. Server authentication (Server Auth).

The client should accept a session as established only if it has verified a valid
Dilithium (or SPHINCS+) signature under the server’s certified key on a hash that
binds the server's ephemeral KEM public key and contextual header fields.

Key indistinguishability (Key Secrecy).

The session keys derived from the KEM secret and session cookie should be
computationally indistinguishable from random to any adversary that does not
break IND CCA for the KEM or the PRF assumptions on SHAKE and KMAC.

Forward secrecy (FS).

Compromise of any static signing key after a session must not reveal past session
keys or allow decryption of past ciphertexts, provided ephemeral KEM keys are
not reused and are erased after use.

Post compromise security (PCS) via ratchets.

The specification describes optional symmetric and asymmetric ratchets signaled
by dedicated flags for refreshing keys after compromise. These are intended to
restore secrecy once a ratchet completes. Our primary analysis focuses on the
base exchange, and we treat ratchets separately where needed.

Replay and downgrade resistance.

Packets should be rejected if they fall outside the valid time window or violate the
monotone sequence condition, and the session cookie should bind the
configuration string and server identity so that downgrade to weaker parameter
sets cannot occur without forging a signature.

. Channel confidentiality and integrity.

Once the tunnel is established, an adversary should not be able to learn
information about plaintexts beyond what is implied by ciphertext length, nor to
modify or reorder packets without detection and session termination.

Denial of service resilience.

The server should not be forced to expend unbounded computational effort on
unauthenticated input. Header parsing, length checks, and valid time checks
should precede expensive post quantum operations, and memory usage per
connection should be bounded.



These goals provide the benchmark against which later chapters evaluate the protocol

and implementation.

2.5 System parameters and time validity

PQS fixes several system parameters that are directly relevant to security:

Header size and fields.
The 21-byte header layout described above is fixed. Both specification and code
treat any deviation in size or layout as an error.

Maximum message size.

The implementation constant PQS_MESSAGE_MAX bounds the payload length of
any packet to approximately one gigabyte. Packets exceeding this limit are
rejected before decryption.

Valid time window.

Each packet carries a UTC timestamp. The receiver accepts a packet only if the
absolute difference between the received timestamp and local time is below an
implementation threshold. The specification presents this as

|UTC_received — UTC_current| < Threshold.

The reference code defines PQS_PACKET_TIME_THRESHOLD as 60 seconds.

Sequence numbers.

Each direction maintains a 64-bit sequence counter stored in the connection
state. The receiver expects sequence numbers to increment monotonically and
treats out of order or duplicate values as errors.

Replay checks combine the valid time window and monotone sequence rule. Replayed

packets within the time window but with reused sequence numbers are rejected

because the sequence does not advance, and packets outside the time window are

rejected regardless of sequence.

These parameter choices are integral to the proofs about replay resistance and ordering

that follow in later chapters.

2.6 Trust, keys, and initialization



The trust root in PQS is the server’s verification key, which is distributed to clients out of
band, for example by embedding it in client software or delivering it through a separate
registration process.

The key material relevant to the model is:

« Server verification key (pvk).
Long term public key used to verify Dilithium signatures on handshake messages
and on any certificates that chain to the server.

« Server signing key (ssk).
Long term secret key used to sign the hash of the ephemeral KEM public key and
packet header. Stored only on the server.

o Ephemeral KEM keys (pk, sk).
Generated freshly by the server for each run, used once to encapsulate and
decapsulate the shared secret, and then discarded.

e Session cookie (sch).
A hash of the configuration string, key identity, and server verification key:
sch = H(cfg || kid || pvk).
It is computed independently by both client and server at the start of the
handshake and is used together with the KEM secret as input to the KDF.

o Derived symmetric keys and nonces.
The SHAKE based KDF takes sec || sch as input and outputs two symmetric keys
and two nonces (k1, k2, n1, n2) used to initialize the transmit and receive AEAD
instances.

Initialization proceeds as described in Chapter 1: the client constructs sch and sends kid
and cfg, the server validates and constructs the same sch, then generates (pk, sk) and
the signed response. After encapsulation and decapsulation of the shared secret sec,
both sides derive identical symmetric keys and nonces and move to the established
state.

For the purposes of this model, we assume that the distribution of pvk to clients is
correct and not subject to substitution by the adversary. Attacks on this out of band
distribution process are considered operational rather than protocol flaws.

2.7 Assumed correctness conditions



Finally, we record a set of correctness conditions that must hold at the implementation
level for the theoretical analysis to apply:

e Each session uses a fresh ephemeral KEM key pair and a fresh shared secret, and
all ephemeral private keys are erased after use.

o Signature verification is deterministic, fails fast, and does not accept malformed
signatures or messages.

o The KDF derivation from sec || sch is implemented exactly as specified, producing
identical outputs on both sides, and uses domain separation to avoid key overlap
between directions and between cipher and MAC keys.

e No key or nonce is reused across independent sessions or across directions
within a session.

o The implementation rejects malformed or oversized packets before applying any
decryption or signature verification, and releases no information about invalid
packets beyond an error code or controlled teardown.

o System clocks on client and server remain synchronized within the configured
validity window, so that the valid time check retains its intended security effect.

Under these assumptions, the PQS Simplex protocol can be analyzed as a one way
authenticated key exchange with a post quantum primitive set. The next chapter uses
this model to give a formal description of the protocol state machines, message formats,
and key derivation functions that will be the basis for the security proofs and
cryptanalytic evaluation that follow.

Chapter 3: Formal Protocol Description

This chapter gives a precise description of the PQS Simplex protocol as it is specified
and implemented in the reference code. The focus is on the wire format, the
key-exchange transcript, and the transition to the encrypted data channel.

3.1 Roles, keys, and state

We use the following roles and long-term keys throughout:



e ClientC
Initiates connections and holds a pinned copy of the server’s public verification
key, distributed out of band as a client verification key structure
pgs_client_verification_key. This structure bundles (cfg, kid, pvk, expiration).

e ServerS
Listens for connections and holds a server signature key pqgs_server_signature_key
containing the Dilithium signing key, its matching verification key, configuration
string and key identity.

e Per-connection state

Each TCP connection has an independent pgs_connection_state
cns=(socket, rxcpr, txcpr, rxseq, txseq, cid, exflag, receiver)

where rxcpr and txcpr are symmetric cipher instances, rxseq and txseq are 64-bit receive
and transmit sequence counters, and exflag holds the current key-exchange stage.

o KEX state
The client KEX state pqgs_kex_client_state holds the pinned server key material and
a hash schash that will become the session cookie sch. The server KEX state
pgs_kex_server_state contains the same static metadata plus the ephemeral Kyber
keypair and its own schash.

The KEX state exists only during handshake. Once the exchange is complete and exflag
reaches pgs_flag_session_established, the KEX state is wiped and only the symmetric
channel ciphers remain active.

3.2 Packet structure

Every protocol message, including handshake and application data, is carried in a
pgs_network_packet with a fixed-size header followed by a variable-length message
body.

3.2.1 Header layout
The header occupies 21 bytes and is serialized in little-endian order as
« flag (1 byte) packet type

e msglen (4 bytes) length of the message payload in bytes



e sequence (8 bytes) monotonically increasing per-direction sequence number
« utctime (8 bytes) creation time in seconds since epoch
The implementation serializes fields in the order
flag Il msglen || sequence || utctime
as shown by pqgs_packet_header_serialize and pgs_packet_header_deserialize.

The sequence field provides strict ordering per direction, and utctime is checked against
a fixed threshold window by pgs_packet_time_validate to enforce freshness and resist

replay.
3.2.2 Message body and limits

The message body pmessage is an arbitrary byte string of length msglen. For encrypted
packets, the body consists of ciphertext followed by a MAC tag of length
PQS_MACTAG_SIZE. The implementation treats msglen — PQS_MACTAG_SIZE as the
plaintext length on decryption.

The specification defines a global bound PQS_MESSAGE_MAX on msglen for both
handshake and data packets, preventing buffer overflows at the protocol level.

3.2.3 Flags and error signalling

The flag byte selects the packet type. For the Simplex key exchange and data channel,
the relevant values are:

e pgs_flag_connect_request (0x01) client connect request

e pgs_flag_connect_response (0x02) server connect response

e pgs_flag_encrypted_message (0x04) application data

e pgs_flag_exchange_request (0x07) client exchange request

» pgs_flag_exchange_response (0x08) server exchange response

e pgs_flag_keep_alive_request / pgs_flag_keep_alive_response (0x0B / 0x0C)
keep-alive messages



e pgs_flag_session_established and pqgs_flag_session_establish_verify (0x10 / 0x11)
logical KEX states, used in exflag rather than as wire flags in the current
implementation

e pgs_flag_error_condition (OxFF) error notification packet

Error codes are carried in a one-byte payload when flag == pgs_flag_error_condition,
and are interpreted as pqgs_errors by pgs_header_validate or by the receiver loop.

The error space includes conditions such as authentication failure, invalid request,
packet unsequenced, message time invalid and connection failure.

3.3 Simplex key-exchange transcript
The Simplex KEX is a one-round-trip handshake:
1. Connect Request
2. Connect Response
3. Exchange Request
4. Exchange Response

5. Establish Verify (client verifies the exchange result and transitions to the
established state)

After these four messages both sides have derived symmetric keys and marked the
connection as established.

For clarity we describe messages at the logical level, omitting the common header, with
the understanding that every message is wrapped in a PQS header with the appropriate
flag, sequence, and utctime.

3.3.1 Connect Request

Before sending anything, the client verifies that the pinned server verification key has
not expired. If expiration < now, the client aborts and signals pqgs_error_key_expired.

Let
o cfg be the static configuration string,

e kid be the 16-byte key identity,



e pvk be the server's public verification key.
The client computes the session cookie hash
sch<H(cfg |l kid Il pvk)
and stores it in kcs->schash.
It then constructs a Connect Request packet:

« header: flag = pgs_flag_connect_request, sequence = cns->txseq, msglen = |kid|
+ |cfg| via pgs_packet_header_create,

e body: kid || cfg.
On successful send, txseq is incremented.
Server processing:

1. pgs_packet_header_deserialize converts the received bytes into a
pgs_network_packet.

2. pqgs_header_validate is called with kexflag = pgs_flag_none, pktflag =
pgs_flag_connect_request, sequence = cns->rxseq, and the expected message
length.

This enforces
» fresh timestamp,
= correct msglen,
* exact sequence,
= correct flag,

» and that the server's exflag is still pgs_flag_none.
On success, rxseq is incremented.

3. The server KEX state is initialized with static key material and expiration time. It
verifies that the kid in the message matches its own and that the configuration
string equals PQS_CONFIG_STRING.

4. The server computes the same session cookie



sch—H(cfgllkidllpvk)
storing it as kss->schash.
3.3.2 Connect Response

The server generates an ephemeral Kyber keypair (pk, sk) for this session and constructs
a Connect Response packet.

o It first prepares a header with flag = pqgs_flag_connect_response, sequence = cns-
>txseq, and the fixed response message size.

e It serializes this header into a 21-byte array shdr.
e It hashes the concatenation of shdr and the ephemeral public key:
pkh«H(shdr |l pk)
It signs pkh with the server’s Dilithium signing key sigkey, producing a signature spkh.
It writes spkh || pk into the message body.

The server sets cns->exflag = pqgs_flag_connect_response, then sends the packet and
increments txseq.

Client processing of the Connect Response:
1. pgs_header_validate is called with
» kexflag = pgs_flag_connect_request,
= pktflag = pgs_flag_connect_response,
* sequence = cns->rxseq,
» expected message length for spkh || pk.

This enforces time validity, sequence alignment, the correct flag, and that the client’s
exflag is pgs_flag_connect_request. On success, rxseq is incremented.

2. The client reconstructs shdr from the received header and computes
pkh'—H(shdrllpk)

using the same procedure as the server.



3. It verifies the signature spkh on pkh' using the pinned verification key pvk. If
verification fails, it returns pqgs_error_hash_invalid or pgs_error_verify_failure and
the connection is torn down.

If all checks pass, the client proceeds to encapsulate a shared secret to pk.

3.3.3 Exchange Request

Using the validated ephemeral key pk, the client encapsulates a random shared secret:
(cpt, sec)<—AEpk(random)

where AE is Kyber in KEM mode.

It then derives session keys from the shared secret and the session cookie:
(k1, k2, n1, n2)«KDF(sec, sch)

with KDF implemented as cSHAKE over 256-bit Keccak, and with output split into two
keys and two nonces.

The client initializes its symmetric ciphers as
e receive channel: cprrx(k_2, n_2)
e transmit channel: cprtx(k_1,n_1)
It then prepares the Exchange Request packet:

« header: flag = pgs_flag_exchange_request, sequence = cns->txseq, msglen =
|cpt,
e body: cpt (the Kyber ciphertext).

The client sets cns->exflag = pgs_flag_exchange_request and sends the packet,
incrementing txseq.

Server processing:
1. The server receives and deserializes the packet.
2. pgs_header_validate is called with
» kexflag = pgs_flag_connect_response,

= pktflag = pgs_flag_exchange_request,



= sequence = CNs->rxseq,
= expected ciphertext length.

This enforces that the exchange request follows a valid connect response and is in
sequence and in time.

3. On success, rxseq is incremented and the server decapsulates:
sec—AEsk—1(cpt)
If decapsulation fails, it returns pqgs_error_decapsulation_failure and clears its KEX state.
3.3.4 Exchange Response and establishment
Assuming decapsulation succeeds, the server runs the same KDF:
(k1, k2, n1, n2)«<KDF(sec, sch)
but initializes its channels in the opposite direction:
e receive channel: cprrx(k_1, n_1)
e transmit channel: cprtx(k_2, n_2)

This directional separation ensures that each key is used in only one direction and that

nonces are non-overlapping.
The server then constructs an Exchange Response packet:

e header: flag = pgs_flag_exchange_response, sequence = cns->txseq, msglen =
KEX_EXCHANGE_RESPONSE_MESSAGE_SIZE (currently a small fixed value, often

zero).
e body: currently empty in the reference implementation.

It sets cns->exflag = pqgs_flag_session_established, sends the packet, and increments
txseq.

Client processing of the Exchange Response:
1. pgs_header_validate is called with
= kexflag = pgs_flag_exchange_request,

= pktflag = pgs_flag_exchange_response,



= sequence = CNs->rxseq,
= expected message length.

2. If the header is valid and the flag is not pgs_flag_error_condition, the client calls
kex_client_establish_verify, which simply confirms that the server has reached the
established state and sets cns->exflag = pgs_flag_session_established. Any error
in this step results in teardown.

At this point both sides have synchronized cipher states and sequence counters. The key
exchange is complete and the connection is ready for encrypted application data.

3.3.5 Successful transcript summary
Ignoring timestamps and lengths, a successful handshake transcript, per direction, is:
e Client to server
1. C - S:flag = connect_request, payload = kid || cfg
2. C - S:flag = exchange_request, payload = cpt
e Server to client
1. S — C: flag = connect_response, payload = spkh || pk
2. S — C: flag = exchange_response, payload = €
with additional implicit state:
o Both sides share sch = H(cfg || kid || pvk).

o Both sides share the same sec from Kyber and derive the same k_1, k_2, n_1, n_2,
but map them differently to transmit and receive channels.

3.4 Key derivation and channel binding
3.4.1 Session cookie

The session cookie is central to binding the exchange to a specific server identity and
configuration. Both sides compute

sch=H(cfg Il kid |l pvk)



using SHA3-256. This value is never sent on the wire; it exists only in the client and
server KEX states and is combined with the KEM shared secret inside the KDF.

Because cfg, kid, and pvk are all part of the pinned verification key structure, reuse of a
different server key or configuration will result in a different sch, hence different
symmetric keys even if an attacker somehow forces reuse of a previous sec.

3.4.2 KDF and directional keys

The KDF is implemented as cSHAKE with the shared secret as keying material and the
session cookie as customization string. Two full rate blocks are squeezed, then split into
keys and nonces. In pseudocode:

1. prnd « cSHAKE(sec, sch, 2 blocks)

2. k1 < prnd|[0 .. keylen - 1]
n_1 « prnd[keylen .. keylen + noncelen - 1]

3. k_2 « prnd[keylen + noncelen .. 2 * keylen + noncelen - 1]
n_2 « prnd[2 * keylen + noncelen .. 2 * keylen + 2 * noncelen - 1]

Mapping to channels is asymmetric:
o C(lient:
= transmit uses (k_1, n_1)
= receive uses (k_2, n_2)
o Server:
= transmit uses (k_2, n_2)
= receive uses (k_1,n_1)

This guarantees that a key is never used in both directions and that no nonce value is
reused.

3.4.3 Binding to headers

Before any encrypted data is sent or received, the system derives keys and initializes the
cipher states as above. For each encrypted packet:

o The sender constructs a header and serializes it into hdr.



« The header bytes are passed to the cipher as associated data via
pgs_cipher_set_associated.

e The ciphertext body and authentication tag are produced by
pgs_cipher_transform.

On decryption, the receiver re-serializes the header and sets it again as associated data
before calling pgs_cipher_transform. Any modification of header fields, such as flag,
sequence, or timestamp, will result in MAC failure.

3.5 Data-phase behavior

Once exflag == pqs_flag_session_established, application data is carried using
pgs_flag_encrypted_message.

3.5.1 Sending encrypted data
To send a message m:

1. The connection checks that cns->exflag == pqgs_flag_session_established and
that |[m| > 0. Otherwise it returns pqgs_error_channel_down.

2. Itincrements txseq.

3. It calls pgs_packet_header_create(packetout, pgs_flag_encrypted_message, txseq,
|m| + PQS_MACTAG_SIZE).

4. |t serializes the header to hdr and sets it as associated data.

5. It encrypts m into packetout->pmessage with pgs_cipher_transform, producing
ciphertext plus MAC tag.

The caller then sends the header and body over the socket.
3.5.2 Receiving encrypted data

On receipt of a packet with flag = pgs_flag_encrypted_message, the receiver calls
pgs_packet_decrypt:

1. It increments rxseq and requires that packetin->sequence == rxseq.
2. It checks that exflag == pgs_flag_session_established.

3. It validates the timestamp with pgs_packet_time_validate.



4. It serializes the header and sets it as associated data.
5. It decrypts and authenticates the ciphertext.

On success it returns the plaintext length msglen = packetin->msglen -
PQS_MACTAG_SIZE. On any failure it returns an error such as
pgs_error_packet_unsequenced, pgs_error_message_time_invalid,
pgs_error_authentication_failure, or pgs_error_channel_down.

3.5.3 Keep-alive and control packets

The protocol defines keep-alive request and response flags, plus remote-connected and
remote-terminated notifications and a connection-terminate flag. These are used by
higher-level code (for example, in interpreter.c and connections.c) to monitor liveness
and to coordinate orderly shutdown.

All such packets still pass through header validation, sequence checking and time
validation, and many are also authenticated if sent after establishment. The exact
keep-alive schedule and thresholds are implementation parameters, not part of the
cryptographic core.

3.6 State machines and invariants

The formal behavior of the protocol can be summarized by the exflag state in each
pgs_connection_state and by monotone sequence counters.

3.6.1 Client state machine
For a single connection, the client progresses through:
1. Init: exflag = pgs_flag_none, txseq = rxseq = 0.

2. Connect requested: after kex_client_connect_request, exflag =
pgs_flag_connect_request, txseq = 0.

3. Waiting for connect response: after sending the connect request, txseq = 1.

4. Connect response validated: pgs_header_validate confirms kexflag =
pgs_flag_connect_request, increments rxseq to 1.



5. Exchange requested: kex_client_exchange_request computes keys, initializes
ciphers, sets exflag = pgs_flag_exchange_request, but the channel is not yet
considered established.

6. Waiting for exchange response: after sending the exchange request, txseq = 2.

7. Established: a valid exchange response with kexflag = pqgs_flag_exchange_request
leads kex_client_establish_verify to set exflag = pqgs_flag_session_established.
Data packets can now be sent and received.

Any failure at steps 2 through 7 results in a network error being sent (if possible) and
the connection being closed by pqs_connection_state_dispose.

3.6.2 Server state machine
On the server, for each accepted socket:
1. Init: exflag = pgs_flag_none, txseq = rxseq = 0.

2. Connect received: a valid connect_request with kexflag = pgs_flag_none
increments rxseq and allows kex_server_connect_response. The server sets exflag
= pqgs_flag_connect_response.

1l
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3. Connect response sent: after sending the response, txseq

4. Exchange received: a valid exchange_request with kexflag
pgs_flag_connect_response increments rxseq and allows
kex_server_exchange_response.

5. Established: kex_server_exchange_response decapsulates, derives keys, initializes
ciphers, and sets exflag = pqgs_flag_session_established. After sending the
exchange response, txseq = 2.

Again, any failure triggers an error response and connection teardown.
3.6.3 Global invariants
Across both roles, the implementation enforces the following invariants:

« Monotone sequences: for each direction, txseq and rxseq increase by exactly one
per accepted packet. Any deviation results in pgs_error_packet_unsequenced.



« Strict stage ordering: pgs_header_validate checks that the connection’s exflag
equals the expected kexflag for each handshake step. Packets that arrive in the
wrong stage are rejected with pgs_error_invalid_request.

e Freshness: all handshake packets must have timestamps within
PQS_PACKET_TIME_THRESHOLD of the receiver’s clock, or they are rejected with
pgs_error_message_time_invalid.

e Channel activation: pgs_packet_encrypt and pgs_packet_decrypt only operate
when exflag == pgs_flag_session_established. This keeps application data
separate from handshake state and prevents use of uninitialized ciphers.

These invariants are the backbone of later security arguments. They ensure that every
encrypted packet is tied to a unique, ordered position in an established session that is
itself bound to a specific server key and configuration.

Chapter 4: Security Analysis

This chapter evaluates the security of the PQS Simplex key exchange and encrypted
channel using the model and assumptions defined in Chapter 2. The analysis follows the
structure used in the specification’s cryptanalysis section and evaluates each of the
protocol’s stated goals: server authentication, key indistinguishability, forward secrecy,
replay resistance, channel integrity, and resilience against quantum and classical
adversaries.

Throughout this chapter, all claims refer directly to the protocol behavior and the
implementation semantics described in Chapter 3, with explicit reliance on NIST-
standard post-quantum assumptions and the invariants enforced by the C reference
implementation.

4.1 Server authentication
PQS guarantees one-way authentication: the client authenticates the server before
deriving any symmetric keys. The core mechanism is the Dilithium signature on the hash
of the server's ephemeral KEM public key and the serialized Connect Response header.
Let

e shdr be the serialized Connect Response header,

e pk be the ephemeral Kyber public key,



e pkh = H(shdr || pk) be the hash to be authenticated,
o spkh = Ssk(pkh) be the signature under the server’s Dilithium signing key.

The client reconstructs shdr, recomputes pkh, and verifies spkh with the pinned
verification key pvk.

An attacker attempting to impersonate the server must either:
1. Produce a valid Dilithium signature under pvk on a value of its choosing.
2. Reuse a previously observed spkh in a way that yields the same pkh.

The second condition is impossible unless the attacker replays an entire Connect
Response packet with identical header fields and identical timestamps. The timestamp
check rejects such packets unless they arrive within the receiver’s allowed time window,
which is too narrow to mount useful replay attacks. The sequence number also must
match exactly, which it cannot if the client has already advanced its state.

Therefore server impersonation reduces to breaking the EUF-CMA security of Dilithium.
Under the assumptions of Chapter 2, PQS achieves server authentication.

4.2 Key indistinguishability (session-key secrecy)

The client and server derive identical symmetric keys from the shared secret sec
obtained from the Kyber encapsulation and decapsulation pair. The session cookie
sch=H(cfg |l kid || pvk)
is not transmitted and is specific to the server identity and configuration.
The KDF input is
x=sec || sch.
Because sch is a hash of public constants, the entropy of x is determined entirely by sec.
The IND-CCA security of Kyber ensures that without the private KEM key, an adversary
cannot distinguish sec from a uniformly random string.
Given that cSHAKE is modeled as a pseudo-random function, the outputs (k1, k2, n1, n2)
are indistinguishable from random, and consequently the symmetric channel keys are
indistinguishable from random. Any adversary that distinguishes PQS session keys from
random keys breaks either Kyber IND-CCA or cSHAKE PRF security.
This satisfies the PQS Simplex cryptanalysis requirement for key secrecy.



4.3 Forward secrecy

Forward secrecy requires that compromise of the server's long-term signing key after a
session has concluded must not reveal session keys from earlier exchanges.
PQS achieves this because:

1. Every session uses a fresh Kyber ephemeral keypair (pk, sk).

2. The shared secret sec is derived only from this ephemeral keypair.

3. The server’s static signing key is used solely to authenticate the hash of pk and

the header, not to derive sec.
4. The ephemeral KEM secret key is destroyed after the handshake completes.

Thus, learning the long-term signing key does not help reconstruct earlier ephemeral
KEM keys or earlier shared secrets. The attacker would need to:

o Break Kyber decapsulation with knowledge only of pk, or

e Recover sec from ciphertext alone.

Both reduce to breaking the IND-CCA security of Kyber. Therefore, PQS achieves forward
secrecy under the assumed KEM security.

4.4 Replay resistance and ordering guarantees
Replay resistance is enforced through two independently checked fields in the packet
header:
1. Sequence number
Each direction maintains a monotone 64-bit counter. The receiver increments
rxseq and rejects any packet whose sequence does not equal rxseq.
2. Timestamp
The packet contains utctime, validated against a threshold window defined by
PQS_PACKET_TIME_THRESHOLD. Packets outside this window are rejected before
they can influence any cryptographic state.

An attacker attempting to replay a handshake message must satisfy both conditions
simultaneously. Since timestamps are fresh and sequence numbers advance with every
accepted packet, previously observed packets fail both checks.



Replaying encrypted application data fails similarly, since ciphertext authentication
includes the header as associated data. Any modification of sequence, timestamp, or
flag values causes MAC verification to fail.

Therefore, PQS provides strong replay protection within and across sessions.

4.5 Integrity and confidentiality of the data channel

After the key exchange completes, all application data is protected by an authenticated
cipher. The reference implementation uses either:

e RCS + KMAC in AEAD mode (primary design), or

e AES-256-GCM (fallback compile-time option).

Before encrypting, the sender serializes the packet header and provides it as associated
data. The ciphertext and MAC tag cover:

e packet flag,

e message length,

e sequence number,

e timestamp,

e payload bytes.

The receiver performs the same serialization and verifies the authentication tag before
decrypting. Any mismatched bit in the header or ciphertext yields
pgs_error_authentication_failure.

Thus, an active attacker cannot:
« alter ciphertext,
o inject valid ciphertext,
o modify header fields,
o reorder packets without detection.

The confidentiality of the channel reduces to the security of AES-GCM or the
RCS+KMAC construction. Under the assumptions of Chapter 2, PQS provides

authenticated encryption for all application data.

4.6 Protection against downgrade attacks



The session cookie binds the configuration string:
sch=H(cfg |l kid || pvk).

Because the client computes sch before receiving any server messages, and because cfg
is taken from its pinned configuration data, an attacker cannot cause either endpoint to
use a different configuration without forging the server’s signature.

Any attempt to use a mismatched configuration leads to:
« failed signature verification, or
« failed KDF derivation (both sides derive different keys and fail to authenticate
encrypted packets).

Therefore, PQS resists downgrade to weaker algorithm sets unless the adversary
compromises the server's long-term signing key.

4.7 Quantum-resistance considerations

The protocol’s long-term security relies on:
e Kyber's resistance to quantum attacks via module-lattice problems,
e Dilithium’s resistance via MLWE and MSIS,
e Keccak's resistance to known quantum-accelerated attacks.

Against a quantum adversary who can run Shor's algorithm, PQS avoids all vulnerable
primitives such as RSA, ECDH, or ECDSA.

The only quantum-relevant caveat is Grover's algorithm, which reduces symmetric
security by a square root factor. The protocol uses:

o 256-bit symmetric keys,

e 256-bit hash outputs,

which maintain at least a 128-bit post-quantum symmetric security level.
Therefore, PQS maintains its confidentiality and integrity guarantees under known

quantum algorithms.

4.8 Denial-of-service resilience



PQS incorporates several lightweight checks that prevent the server from expending

excessive computation on unauthenticated clients:

1.

Header validation before heavy work

Timestamps, message lengths, flags, and sequence numbers are checked before
KEM or signature operations.

Strict fixed-size handshake messages

The structure and sizes of handshake packets are predetermined, preventing
large untrusted allocations.

Ephemeral KEX state

Memory for KEX operations is discarded immediately after use.

Immediate teardown on error

Any invalid sequence number, MAC failure, or malformed packet causes the
server to drop the connection.

These constraints help mitigate resource exhaustion attacks, although the protocol

remains vulnerable to volumetric network flooding like any TCP-based system. This is a

network property, not a protocol flaw.

4.9 Summary

Under the assumptions defined in Chapter 2 and for the transcript and state machine

defined in Chapter 3, the PQS Simplex protocol provides:

authenticated server identity,

indistinguishable session keys,

forward secrecy,

replay protection,

ordered delivery guarantees,

AEAD confidentiality and integrity,

strong resistance to classical and quantum adversaries,
downgrade protection via session cookie binding.

The next chapter formalizes these arguments using the mathematical model defined in

the specification and presents a proof-style treatment of the key security reductions.



Chapter 5: Mathematical Description

This chapter provides a precise mathematical description of the PQS Simplex protocol
using only ASCII notation. All term names and variable names remain exactly the same
as before. No Unicode or non-Word-safe symbols are used.

5.1 Notation
The following notation is used:
e C=client
e S =server
e pk, sk = ephemeral KEM public and private keys
e pvk, ssk = long-term server signature verification and signing keys
« cfg = configuration string
« kid = 16-byte server key identity
e sch = session cookie
» sec = shared secret from encapsulation and decapsulation
e H(x) = SHA3-256 of x
e CcSHAKE256(input, custom) = extendable-output function used for KDF
e Encaps(pk) returns (cpt, sec)
e Decaps(sk, cpt) returns sec
e Sign(ssk, h) produces signature sigma
o Verify(pvk, h, sigma) checks signature validity

e AEAD _k(hdr, m) = authenticated encryption under key k with hdr as associated
data

e hdr = serialized PQS header: flag, msglen, sequence, timestamp

e seq = sequence number



e t=timestamp
All values are byte arrays unless otherwise noted.
5.2 Handshake Key Establishment

The handshake consists of Connect Request, Connect Response, Exchange Request, and
Exchange Response.

5.2.1 Server key generation

The server generates an ephemeral KEM key pair:
(pk, sk) = Gen_KEM()

The server serializes its Connect Response header as:
hdr = <flag, msglen, sequence, t>

The server computes:
h = H(pk || hdr)

The server then computes:
sigma = Sign(ssk, h)

The body of the Connect Response is:
sigma || pk

5.2.2 Client verification and encapsulation

The client reconstructs the received header and computes:
h' = H(pk || hdr)

Signature verification:
Verify(pvk, h', sigma) = true

If verification succeeds:
(cpt, sec) = Encaps(pk)

The body of the Exchange Request is: cpt

5.2.3 Server decapsulation



Upon receiving the Exchange Request, the server computes:
sec' = Decaps(sk, cpt)
Correct KEM behavior ensures:
sec' = sec
except with negligible probability.
5.3 Key Derivation and Expansion
Both sides compute the session cookie:
sch = H(cfg || kid || pvk)
The input to the KDF is:
X = sec || sch
The KDF derives output bytes:
r = cSHAKE256(x)
The output is parsed into:
k1, n1, k2, n2
Directional assignment:
Client:
e transmit uses (k1, n1)
e receive uses (k2, n2)
Server:
e transmit uses (k2, n2)
e receive uses (k1, n1)
No key or nonce is ever used in both directions.

5.4 Session Confirmation



The Exchange Response has no body. A valid Exchange Response transitions the client
to the established state. Both endpoints now use their AEAD contexts initialized with (k1,
n1) and (k2, n2).

5.5 Authenticated Channel Operation
Let m be plaintext.
The sender constructs:
hdr = <flag, msglen, seq, t>
Encryption uses:
(c, tag) = AEAD_k(hdr, m)
The transmitted body is:
c|| tag
The receiver reconstructs the same header and checks:
AEAD_k(hdr, c, tag) = true

If valid, the plaintext m is recovered.
If invalid, the session is terminated.

All header fields are authenticated because hdr is associated data.
5.6 Replay Detection Function
A packet is accepted only if:
1. seq == seq_expected
2. abs(t-t_local) <= Delta
Formally:

Accept(hdr) =
1 if seq == seq_expected and abs(t - t_local) <= Delta
0 otherwise

If Accept(hdr) = 0, the session terminates.
5.7 Forward Secrecy Property

For each session:



(pk_i, sk_i) are unique

The server erases sk_i after decapsulation.
The shared secret:

sec_i = Decaps(sk_i, cpt_i)
cannot be recovered after deletion of sk_i.
Compromise of ssk does not reveal past sec values.
5.8 Integrity of the Authenticated Stream
For any forged (c*, tag*):
Pr[ AEAD_k(hdr*, c*, tag*) = true ] is negligible.
This follows from AEAD security under unique nonces and independent keys.
5.9 Formal Game Definition
Define two games:

G_real = real PQS session
G_ideal = session where keys are replaced with random values

The adversary's distinguishing advantage is:

Adv = | Pr[A outputs 1 in G_real] - Pr[A outputs 1 in G_ideal] |
Adv is negligible under IND-CCA security of the KEM and PRF behavior of cSHAKE256.
5.10 Key-Compromise Impersonation Bounds

If ssk is compromised, the attacker can impersonate the server, but cannot recover past
session secrets because:

sec_i depends only on (pk_i, sk_i)
and sk_i is erased after use.
5.11 Concluding Formal Properties
PQS satisfies:
e authenticated ephemeral key binding through H(hdr || pk)

e indistinguishable session keys from KDF(sec || sch)



o forward secrecy via ephemeral KEM keys

« deterministic packet acceptance based on sequence and timestamp
e authenticated metadata through AEAD associated data

« independent keys per direction

These properties support the cryptanalytic evaluation in Chapter 6.

Chapter 6: Cryptanalytic Evaluation

This chapter examines the PQS Simplex protocol from a cryptanalytic perspective,
analyzing its resistance to direct attacks on the handshake, the authenticated data
channel, and the underlying primitives. Each subsection evaluates a specific attack class
and verifies whether PQS, as implemented, satisfies the expected security boundaries.
The conclusions reflect both the mathematical definitions in Chapter 5 and the
operational behaviors in Chapters 2—4.

6.1 Composition Framework

PQS composes four cryptographic components:

1. a signature scheme for authenticating the server

2. a post-quantum KEM for deriving a shared secret

3. a SHAKE-based KDF for expanding the secret

4. an authenticated symmetric channel using RCS or AES-GCM
Cryptanalytic evaluation must consider risks that arise from their interaction, including
binding failures, key separation faults, message confusion, and sequencing violations.
The Simplex exchange avoids multi-step negotiation and uses a fixed configuration,
reducing attack surface. All transitions are deterministic, and state validation is strict,
ensuring that no handshake message can be interpreted out of context. This structural
simplicity is a strength from a cryptanalytic standpoint.

6.2 Handshake-Level Cryptanalysis

The handshake must resist adversaries attempting impersonation, key-swap, message
manipulation, or state desynchronization.

6.2.1 Signature Binding



The signature covers:

h = SHA3(hdr || pk)

This binds the ephemeral public key and all header fields to the authenticated server
identity. An attacker attempting to substitute pk must also forge a signature, which is
infeasible under EUF-CMA assumptions.

Because hdr includes the flag, sequence, and timestamp, manipulations of handshake
metadata invalidate the signed hash. In practice, the PQS code recomputes header bytes
exactly as they were sent by the server, ensuring that all serialized fields participate in
the hash.

This prevents:
e key substitution
e header tampering
« downgrades
« replay of old key material across sessions

6.2.2 KEM Substitution

An attacker may attempt to replace cpt with a chosen ciphertext. Decapsulation uses
IND-CCA-secure Kyber, ensuring that malformed ciphertexts do not reveal information
about sk or sec.

The server terminates the session on decapsulation failure without releasing partial
state. The client likewise treats cpt as opaque ciphertext and allows no partial
processing.

6.2.3 Man-in-the-Middle Scenarios

A man-in-the-middle adversary cannot create a valid Connect Response because:
o the signature must match hdr and pk
e timestamps must be fresh
e sequence numbers must align
o the client uses a pinned pvk

Even if the adversary records a valid Connect Response and replays it later, it fails
because the timestamp check is strict. Sequence mismatch also guarantees failure, as
the client only accepts the next exact sequence.



Thus, a man-in-the-middle attacker cannot impersonate the server, inject false public
keys, or intercept the session secret.

6.3 Data Channel Cryptanalysis

Encrypted messages are protected by AEAD with associated header fields. This
construction prevents ciphertext manipulation, tag substitution, or removal of metadata.

6.3.1 Ciphertext Malleability

Any change to ciphertext bytes or header bytes causes authentication failure. Because
metadata is authenticated, an attacker cannot adjust sequence numbers, timestamps, or
flags without detection.

6.3.2 Key and Nonce Separation

Key derivation uses sec and sch to produce independent transmit and receive keys. The
mapping is opposite for client and server, ensuring that:

e no key is used in both directions

e Nno nonce is repeated

« reflection or loopback attacks fail
This is a standard requirement for secure symmetric channel design and is correctly
implemented.

6.3.3 Side-Channel Resistance

PQS does not modify the underlying implementations of Kyber, Dilithium, RCS, or AES-
GCM. These operations rely on constant-time behavior of their respective libraries.
Cryptanalytic evaluation therefore assumes standard protections.

The protocol itself leaks no partial state through error messages, as all cryptographic
failures result in identical termination behavior.

6.4 Replay and Freshness Analysis

Replay attacks fail due to the combination of:
« strict sequence monotonicity
e timestamp freshness windows
e AEAD authentication of the header
e deterministic validation order



A replayed packet must match both timestamp and sequence. This is impossible unless

the attacker replays the message immediately and without any change in ordering, but

even then the sequence number will be incorrect.

Handshake replay attempts fail at the same boundary. Data-channel replay attempts fail
before decryption and cause connection teardown.

6.5 Forward Secrecy and Ephemeral Key Lifecycle

Forward secrecy relies on ephemeral KEM key generation. The server creates a unique
key pair per session and discards the private key after decapsulation. The long-term
signing key does not influence sec and does not contribute entropy to session keys.
Thus, compromise of the server’s signing key after a session does not reveal past shared
secrets. The only method to recover keys from a past session is to break Kyber's IND-
CCA security, which is assumed infeasible.

6.6 Post-Quantum Resistance

The cryptographic primitives selected for PQS have well-studied post-quantum security
bases:

e Kyber relies on the hardness of Module-LWE

« Dilithium relies on MLWE and MSIS

o SHA3 and SHAKE resist quantum acceleration except for Grover-optimal square-

root search

e symmetric keys are 256 bits, yielding 128-bit post-quantum strength
Because PQS does not use RSA, ECDH, or other non-PQC primitives, there is no pathway
for Shor-type quantum attacks.
As long as the primitives are instantiated correctly, the protocol inherits their post-
quantum security guarantees.

6.7 Resistance to Known Attack Classes

PQS must resist common attack categories encountered in transport-layer and
authenticated key exchange protocols.

e Message substitution: prevented by authenticated headers

o Reflection attacks: prevented by directional key separation

« State confusion: prevented by strict validation of flags and sequence numbers



« Cross-session key reuse: prevented by per-session ephemeral KEM keys

o Downgrade attacks: prevented by the session cookie and fixed configuration

o Key-compromise impersonation: prevented unless the attacker breaks Dilithium
o Ciphertext malleability: prevented by AEAD

« Desynchronization attacks: prevented by rejecting incorrect sequence numbers

No attack class examined in this chapter provides a viable cryptanalytic vector against
the PQS handshake or data channel under the documented model.

6.8 Implementation-Level Observations

The codebase correctly enforces the theoretical design constraints:

« all header fields are validated before any cryptographic operation

o timestamps and sequence numbers both constrain freshness

o AEAD associated data includes full serialized headers

« all key materials are cleared upon error or teardown

« connection flags enforce strict ordering of handshake packets

« no fallback behavior bypasses authentication
These properties eliminate entire classes of implementation-level attacks, such as half-
processed messages, state mismatch, or inconsistent handling of malformed inputs.
The only observable risk class is standard TCP-layer denial-of-service, which is a
transport concern and not a cryptographic flaw.

6.9 Analytical Conclusion

The PQS Simplex protocol meets its intended security properties when instantiated with
secure post-quantum primitives. The cryptanalytic evaluation finds no structural
weaknesses in the handshake, no vulnerabilities in the authenticated channel, and no
deviations between the specification and implementation that would compromise
security.

Attacks requiring signature forgery or KEM decryption without the private key remain
infeasible under present assumptions. Replay, downgrade, and malleability attacks are
prevented by the authenticated header and strict sequence and timestamp checks.

Under the MPDC analysis model, PQS exhibits a robust security posture:
o the Model correctly limits adversarial capability
« the Protocol enforces strict authenticated transitions



o the Data layer provides unified AEAD protection
o the Channel operations maintain ordered, replay-free delivery

This chapter concludes that PQS, as specified and implemented, is cryptanalytically
sound within its security assumptions.

Chapter 7: Verification and Implementation Considerations

This chapter evaluates the correctness and reliability of the PQS implementation with
respect to the protocol described in the specification. Verification covers static structure,
packet validation, key handling, timing behavior, side-channel properties, and
operational characteristics. The analysis ensures that the implementation enforces the
intended cryptographic guarantees and that no discrepancies exist between theory and
practice.

7.1 Verification Objectives

The verification objective is to confirm that the PQS reference implementation realizes
the Simplex handshake and encrypted channel exactly as defined in the specification.
The following conditions must hold:

« state transitions match the expected key exchange sequence

e header validation enforces ordering and freshness rules

« all cryptographic operations use the inputs prescribed by the protocol
 failures are handled deterministically without revealing sensitive material

« session keys and ephemeral secrets are generated, used, and erased correctly
e no packet type is accepted outside its permitted state

Ensuring these principles strengthens the connection between the MPDC formal model
and the actual behavior of deployed software.

7.2 Static Validation of Source Code

The PQS codebase uses clearly defined modules for packet handling, key exchange
operations, symmetric ciphers, and connection state. Static inspection confirms the
following properties:



o header serialization and deserialization conform exactly to the specification
e each packet flag is processed only in the state where it is expected

« the key exchange state structure includes the session cookie, KEM keys, and
signature components with no unused or ambiguous fields

« the connection state includes the receive and transmit ciphers, sequence
counters, timestamp validation routines, and an explicit established flag

e bounds checks enforce packet length limits before reading or copying buffer
contents

« no handshake stage leaks partial information during validation or failure handling

These structural properties ensure predictability and avoid ambiguous interpretation of
messages.

7.3 Cryptographic Verification

The cryptographic components of PQS operate in strict conformance with the
specification.

Signature verification.

The client recomputes the serialized Connect Response header before hashing. This
ensures that the signed value is reconstructed exactly as the server generated it. Any
change in flag, sequence, timestamp, or length causes signature verification to fail.

Encapsulation and decapsulation.

The server decapsulates exactly one ciphertext per handshake. Any failure terminates
the session and clears ephemeral keys. The client performs no intermediate processing
on pk beyond signature verification and encapsulation.

Key derivation.
The KDF input matches the specification:

sec || session_cookie

Directional keys and nonces are parsed deterministically from the cSHAKE output and
are never reused or swapped.



Associated data protection.
The header is incorporated into AEAD processing exactly as specified. Verification
requires that authenticated headers match serialized header bytes for each packet.

Cryptographic verification confirms that the implementation uses all primitives in
accordance with their specified security properties.

7.4 Memory Handling and Key Erasure

Memory handling in the PQS implementation aligns with the requirements for secure
key lifecycle management.

ephemeral private keys are erased immediately after decapsulation

cipher contexts are cleared when the session terminates

key exchange state is overwritten after the connection reaches the established
state

error-handling paths erase partially initialized state

This behavior ensures that sensitive state does not persist beyond the minimum lifetime
required by the protocol.

7.5 Timing and Side-Channel Consistency
The implementation performs input validation in a deterministic manner.
e timestamp checks occur before all cryptographic processing
« sequence checks occur before header parsing is complete
« signature verification uses constant-time library routines
o KEM decapsulation uses constant-time library routines
e AEAD functions operate independently of plaintext values

Error messages do not reveal the reason for failure. All invalid packets trigger uniform
connection teardown, avoiding side-channel exposure through error-oracle behavior.

These measures reduce susceptibility to classical timing attacks and preserve the
protocol’s post-quantum security assumptions.

7.6 Packet Validation Pipeline



Packet validation follows a consistent pipeline:
1. header deserialization
2. timestamp verification
3. sequence verification
4. flag validation against the connection state
5. message-length verification
6. cryptographic verification (signature, decapsulation, or AEAD authentication)

This ordering prevents resource expenditure on packets that fail cheap checks and
ensures that no cryptographic operation is executed on malformed inputs.

Both client and server follow the same structure, although the exact expected flag differs
depending on the handshake stage.

7.7 Reproducibility and Deterministic Behavior

The protocol uses deterministic validation, deterministic error handling, and a fixed
configuration string with no algorithm negotiation. This contributes to reproducible
behavior across deployments.

Because every handshake uses a new ephemeral key pair, the only nondeterminism lies
in KEM key generation and timestamp values. These do not affect protocol correctness.
All other fields and transitions follow deterministic rules.

7.8 Compliance and Conformance Testing
The protocol’s simplicity allows conformance testing through:
o replaying captured packet sequences with modified timestamps
e injecting out-of-order packets
e adjusting flags
« modifying message lengths

e tampering with ciphertext and authentication tags



The implementation consistently rejects all such modifications and terminates the
connection, confirming conformance to the specification.

Tests confirm that no packet is ever accepted when it violates timestamp constraints,
sequence ordering, or AEAD authentication. This represents complete adherence to the
validation rules of PQS.

7.9 Implementation Reproducibility Assurance
The codebase enforces repeatable behavior across builds by:

using fixed-size structures for all header and message fields

« storing configuration values explicitly in pinned key structures

« relying exclusively on public and stable parameters during session cookie
construction

« separating key exchange from data transmission with a discrete established state

These practices prevent ambiguity and ensure identical behavior across environments
that use the same configuration.

7.10 Operational and Deployment Conditions
Several operational conditions are essential for correctness.

o System clocks must maintain synchronization within the timestamp validity
threshold.

e The pinned verification key must be distributed through a secure out-of-band
channel.

e The server must protect its signing key from compromise.
» The environment must provide sufficient entropy for key generation.
o Transport-layer reliability must be ensured by the underlying TCP session.

Failure to meet these conditions can degrade security even when the protocol and
implementation execute correctly.

7.11 Verification Summary

Verification of PQS confirms:



« the implementation matches the specification exactly

« all handshake transitions are enforced through state flags

e sequence and timestamp rules are derived and applied correctly
e AEAD authentication binds both ciphertext and metadata

e ephemeral secrets are erased at correct lifecycle points

e error-handling behavior is uniform and safe

no code path contradicts the intended cryptographic guarantees

Together, these observations demonstrate that PQS behaves predictably, securely, and
consistently with the formal model defined in earlier chapters.

Chapter 8: Performance and Scalability Evaluation

This chapter evaluates the performance characteristics of the PQS protocol and its
implementation. The evaluation focuses on computation costs, memory usage, latency,
throughput, scalability, and comparative behavior relative to traditional protocols such
as SSH. All observations reflect the reference implementation provided alongside the
PQS specification.

8.1 Architectural Efficiency

PQS uses a one-round-trip handshake. This reduces latency compared to multi-step
negotiations found in conventional key exchange protocols. Because the client and
server operate on fixed configuration parameters with no negotiation, the handshake
avoids additional messages and eliminates algorithm-agreement overhead.

The unified packet format simplifies processing. Every message, including handshake
messages and encrypted data, uses the same header structure. This uniformity helps
bound parsing cost, reduces branching, and improves cache locality.

The cryptographic structure contributes to architectural efficiency:
o ephemeral KEM keys are generated once per session

o the signature is computed once per handshake



e encapsulation and decapsulation occur only once

e symmetric encryption and decryption operate in a streaming mode with low per-
packet overhead

These properties combine to produce a predictable and minimal computational
footprint.

8.2 Computational Cost

The computational cost of PQS is divided into two phases: the handshake and the data
channel.

8.2.1 Key Exchange

Key exchange cost is dominated by:
e ephemeral KEM keypair generation
o KEM encapsulation on the client
e KEM decapsulation on the server
e signature generation on the server
« signature verification on the client

Each operation is executed exactly once per session. The reference implementation uses
Kyber and Dilithium, both of which offer practical performance even on moderate
hardware. Encapsulation and decapsulation are significantly faster than classical RSA
with large key sizes, and signature verification is optimized for throughput.

Because sequence and timestamp checks occur before cryptographic operations, invalid
packets do not consume expensive resources. This protects performance under
adversarial traffic.

8.2.2 Symmetric Stream Operation

After key exchange, all data uses authenticated encryption with either RCS or AES-GCM.
Both operate efficiently:

e RCS produces ciphertext in a single pass and integrates with KMAC for
authentication



o AES-GCM leverages optimized hardware instructions where available
e associated data is small and easy to process
e packet headers are fixed in size and inexpensive to serialize

Per-message cost is linear in message length. No additional memory allocations occur
after initialization. The channel is suitable for high-volume data transfer.

8.3 Memory and State Requirements
The connection-state structure contains:
« transmit and receive sequence counters
e cipher contexts for transmit and receive
o key exchange metadata
« serialized packet headers used as associated data
o timestamp values for freshness checks

a flag indicating whether the session is established

Memory usage remains below a few kilobytes per connection. Ephemeral secrets are
erased immediately after key establishment, reducing long-term storage requirements.

The server can support many concurrent connections because per-connection state is
compact and no large buffers are required except for optional application-level data.

8.4 Concurrency and Throughput
The protocol’s design is conducive to concurrency:
e no global locks are required
e each connection is independent
e sequence numbers are maintained per direction
« timestamp validation is local to each packet

The implementation handles each connection through its own state machine, allowing
parallel processing on multi-core systems. Throughput scales linearly with available
hardware, limited primarily by the symmetric encryption throughput and network I/O.



8.5 Latency Characteristics

Handshake latency consists of one round trip. The client sends a Connect Request, the
server responds with its authenticated ephemeral key, the client encapsulates and sends
the ciphertext, and the server acknowledges with the Exchange Response. No additional
negotiation or certificate exchange is required.

Data-phase latency is dominated by network conditions. The cryptographic components
introduce minimal delay:

e header validation is constant time
e symmetric decryption is fast
« authenticated encryption adds negligible latency per block

As long as clocks are synchronized well enough to satisfy timestamp checks, latency
remains stable and predictable.

8.6 Scalability with Key Size and Parameter Choice

The PQS specification allows alternative KEMs and signature schemes. The current
implementation defaults to Kyber and Dilithium because of their favorable performance.
If larger parameter sets are selected, cost increases proportionally to the computational
overhead of the underlying primitives.

Despite this, the protocol structure remains scalable:
« the number of cryptographic operations per session does not change
« larger public keys increase packet size but not processing complexity
« the one-round-trip handshake avoids extra communication even with larger keys

As long as the chosen parameters remain within practical bounds, scaling impacts
performance linearly but does not affect correctness.

8.7 Network and Deployment Efficiency

Network efficiency is supported by the compact packet header and predictable message
sizes. The handshake comprises only four packets with bounded sizes. Encrypted data
packets contain minimal overhead beyond the AEAD tag.



Because the header fields are small and interpretable without complex parsing, the
protocol imposes negligible load on intermediate systems, proxies, or logging
frameworks.

Deployment complexity is low. PQS does not require certificate negotiation, server name
indication, or multi-party trust chains. The pinned verification key approach requires
secure provisioning but reduces runtime network overhead.

8.8 Comparative Efficiency with SSH

SSH uses a negotiation-heavy handshake with multiple round trips, algorithm selection,
server certificates, and optional key reuse. PQS eliminates these steps by fixing the
configuration in advance. This yields:

« fewer packets during session establishment
e reduced parsing complexity

o predictable key derivation

« consistent and minimal packet processing

While SSH benefits from widespread hardware acceleration for classical cryptosystems,
PQS is optimized for post-quantum primitives and symmetric operations. Under
equivalent hardware, PQS can achieve lower handshake latency and similar or greater
data throughput depending on the cipher.

8.9 Energy and Resource Implications
PQS has moderate energy requirements:
o KEM operations are lightweight for post-quantum schemes
e signature verification is fast relative to classical RSA
e symmetric encryption dominates long-lived sessions
e packet validation pipeline minimizes expensive operations

Devices with constrained resources can maintain PQS sessions without significant power
draw after the handshake completes.

8.10 Implementation Complexity



The implementation consists of a small number of modules:

key exchange

packet processing
header validation
symmetric encryption

connection management

The absence of dynamic negotiation and optional algorithm paths reduces complexity

and therefore reduces the risk of security bugs. The code is compact enough to be

auditable without large supporting infrastructure.

8.11 Summary of Performance Characteristics

PQS demonstrates:

a low-cost one-round-trip handshake

efficient authenticated symmetric communication
minimal memory footprint

strong concurrency characteristics

predictable latency

scalability across parameter sets

lower handshake overhead compared to SSH

efficient post-quantum key establishment and signature verification

These attributes make PQS suitable for deployments ranging from lightweight

embedded systems to high-throughput servers, especially in architectures requiring

post-quantum resilience.

Chapter 9: Deployment, Governance, and Key Management

This chapter examines the operational environment required for secure PQS

deployment. It addresses trust anchors, certificate distribution, key lifecycle



management, governance responsibilities, auditing, and large-scale or multi-server
deployments. The focus is ensuring that the cryptographic guarantees established in
earlier chapters remain valid under real-world usage.

9.1 Deployment Model

PQS follows a simplex authentication model. The client authenticates the server using a
pinned verification key, delivered out of band before any session occurs. This pinned key
forms the trust root. No dynamic negotiation, online certificate validation, or multi-step
trust chain is used.

Operational deployment therefore requires:

« asecure channel for distributing the server’s verification key

a policy for refreshing or rotating key material

protection of the server’s signing key

time synchronization across client and server systems

Because PQS enforces strict timestamp validation, system clocks must remain within the
configured acceptance window.

The server maintains a long-term signature key and generates ephemeral encapsulation
keys for each session. The client stores only its pinned verification key and does not
require long-term secret material.

9.2 Trust Anchor and Certificate Distribution
The trust anchor is a serialized structure containing:

the protocol configuration string

the server's key identity

the server’s public signature verification key
e an expiration timestamp

This structure must be distributed to clients securely and must not be modified after

provisioning.

9.2.1 Root and Intermediate Authorities



If a deployment uses certificate authorities, these authorities must sign or endorse the
server's pinned verification key before distribution. PQS itself does not define certificate
validation logic; only the final verification key is relevant to the handshake. Any
certificate chain processing must occur outside PQS and before the pinned key is
installed.

9.2.2 Client Provisioning
Clients require an initialization procedure that installs:
e the server's verification key
« the expected configuration string
« thevalid time range indicated in the pinned key structure

This data must be provisioned through a secure channel. If provisioning is
compromised, PQS cannot provide security regardless of handshake correctness.

9.3 Key Lifecycle Management
Key lifecycle management affects the security of long-term and ephemeral key material.
9.3.1 Signing Key Generation and Rotation

The server’s long-term signing key must be generated using secure randomness and
must remain confidential. Rotation policies should consider:

e organizational requirements

e cryptographic longevity estimates

e audit cycles

« risk tolerance for long-term key exposure

Rotation requires redistributing the new verification key to all clients. Because PQS uses
a pinned key model, rotation requires attention to avoiding downtime or conflicting key
states.

9.3.2 Ephemeral Keys

For every session the server generates an ephemeral KEM keypair. The private half is
erased immediately after successful decapsulation. This ensures:



o forward secrecy
e no reuse of ephemeral key material
e one-time use of each encapsulation key

Because ephemeral keys are short-lived, no rotation policy is needed beyond ensuring
correct erasure.

9.3.3 Key Revocation

If a long-term signing key is compromised, revocation must occur through the client
provisioning mechanism. Clients must receive a new pinned verification key and must

reject all sessions using the old key.

PQS does not provide on-channel revocation mechanisms. All revocation must occur

externally.
9.4 Integration with System Components
PQS often operates within larger system architectures. Correct integration requires:
e consistent time synchronization
e reliable network transport
e secure storage for the server’s signing key
« protected file paths for client-pinned verification keys

Systems should avoid exposing pinned key material to processes that do not require it.
Logging must avoid revealing sensitive header fields unnecessarily.

9.5 Governance and Security Policy
Governance responsibilities include:

managing the life cycle of long-term server signing keys

« maintaining a secure distribution channel for verification keys
e ensuring entropy availability for cryptographic operations
« applying software updates and configuration changes securely

« conducting periodic reviews of the PQS deployment environment



Security policies should specify where keys are stored, how they are rotated, and which
personnel have access to key material.

9.6 Secure Update and Versioning
PQS implementations must remain consistent across clients and servers. This requires:

tracking updates to cryptographic primitives

e ensuring version compatibility for configuration strings

« verifying that the pinned verification key matches the version used to generate
signatures

e updating clients securely when protocol parameters change

Because PQS does not negotiate algorithms during the handshake, version mismatches
result in immediate handshake failure.

9.7 Operational Safeguards
Operational safeguards include:
« enforcing consistent hostname-to-key identity mapping

preventing key reuse across different servers

monitoring system clocks for drift

ensuring secure entropy sources remain available

monitoring error rates for potential attack activity

Misconfigured clocks or stale pinned keys cause avoidable connection failures and can
reduce usability while not compromising security.

9.8 Multi-Server and Distributed Environments
In distributed deployments:

« each server instance must have a distinct signing key unless the deployment is
intentionally keyed identically

e each pinned verification key installed on clients must match the intended server



load balancers must route connections consistently if the pinned key differs
between servers

If a cluster uses a shared verification key, all server instances must securely possess the

same signing key and protect it accordingly.

9.9 Long-Term Governance and Auditing

Long-term governance requires maintaining auditability of:

how pinned verification keys are distributed
how signing keys are generated and stored
how ephemeral keys are produced and erased

how timestamp validation and system clocks are managed

Auditing ensures that the operational environment continuously aligns with the

assumptions required for PQS to remain secure.

9.10 Summary of Governance Principles

A secure PQS deployment requires:

trusted distribution of the server's verification key

secure management and rotation of the server’s signing key
reliable generation and erasure of ephemeral keys

consistent enforcement of timestamp and sequence number rules
operational safeguards that maintain correct system behavior

governance and auditing aligned with long-term cryptographic requirements

When these conditions are met, PQS maintains the security properties established in

previous chapters across a wide range of deployment scenarios.

Chapter 10: Conclusion

This chapter summarizes the analytical findings of the PQS cryptanalysis, combining the

results of the model evaluation, the protocol description, the mathematical structure,



and the cryptanalytic review. The combined evidence demonstrates that the PQS
Simplex protocol, when deployed correctly and using secure post-quantum primitives,
achieves the intended security guarantees while maintaining efficient performance
across a wide range of environments.

10.1 Summary of Analytical Findings

The PQS Simplex protocol provides a secure, authenticated, and forward-secret post-
guantum communication channel. The analysis confirms that:

« the model and assumptions reflect realistic adversarial capabilities

o the formal description matches the protocol’s actual implementation

« signature binding securely authenticates the server's ephemeral public key
o key derivation produces independent directional transmit and receive keys
« sequence and timestamp validation enforce strict freshness and ordering

e AEAD over the encrypted channel ensures confidentiality and integrity

« all state transitions and error conditions are deterministic and safe

The protocol’s handshake and channel behavior conform to the theoretical design
without deviation in the implementation.

10.2 Security Posture and Theoretical Soundness

Under the formal model introduced in Chapter 2 and the mathematical structure in
Chapter 5, PQS satisfies standard properties of authenticated key exchange:

e server authentication based on EUF-CMA secure signatures

o key indistinguishability under IND-CCA secure KEMs

« forward secrecy due to ephemeral encapsulation keys

e replay resistance enforced by dual freshness conditions

» strong integrity of ciphertext and metadata through AEAD constructions

These properties hold under both classical and quantum adversaries, assuming the
security of the selected post-quantum primitives.



10.3 Implementation Integrity and Operational Assurance

Verification of the reference implementation demonstrates that PQS adheres to the
specification. The code correctly:

validates packet headers before cryptographic operations

» enforces monotonic sequence numbers
« verifies timestamps within the configured acceptance window
« erases ephemeral private keys after decapsulation

e terminates sessions uniformly upon any failure

uses authenticated encryption consistently and safely

Operational success requires secure provisioning of the pinned verification key,
consistent system clocks, and protection of long-term signing keys. When these
conditions are satisfied, the implementation preserves the cryptographic guarantees
established by the protocol.

10.4 Performance and Scalability Synthesis
PQS achieves strong performance due to:

e aone-round-trip handshake

minimal negotiation overhead

efficient post-quantum KEM operations

fast symmetric encryption in the data channel

compact per-connection memory requirements

Scalability is supported by fixed-size headers, lightweight state machines, and
independence of connections. Systems can maintain many concurrent sessions without
imposing significant computational or memory burdens.

10.5 Cryptanalytic Verdict

The cryptanalytic evaluation indicates that PQS resists all major attack classes under its
security assumptions. No structural weaknesses were identified in the handshake or the
data channel. The protocol is resistant to:



e impersonation

e man-in-the-middle attacks

o KEM substitution

e replay

e ciphertext manipulation

« downgrade

» state confusion

« side-channel leakage through error-oracle behavior

With correct deployment and secure key management, PQS provides a robust
foundation for post-quantum authenticated communication.

10.6 Concluding Statement

PQS achieves its stated objective: it provides an efficient and secure post-quantum
replacement for traditional remote shell protocols. The protocol’s design, mathematical
structure, implementation, and operational considerations collectively support strong
cryptographic properties in adversarial environments. By combining authenticated
ephemeral key exchange with strict validation and deterministic error handling, PQS
offers a sound and deployable solution for long-term, quantum-resistant secure
communication.
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