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Chapter 1: Introduction
1. Overview

This paper analyzes the Symmetric Key Distribution Protocol (SKDP), a symmetric-key
onboarding and session-establishment mechanism that provisions devices from a
master key hierarchy and establishes an authenticated, encrypted channel between a
client device and a server, with packet headers included as authenticated data in the
protection mechanism. The protocol is designed for constrained deployments where
asymmetric handshakes are undesirable; its trust model relies on pre-provisioned
secrets combined with exchanged identities, configuration strings, and per-session
tokens as defined by the formal exchange sequence. SKDP targets forward secrecy at
the session level through per-session randomness and key separation, and it enforces
freshness and ordering with timestamps and strictly monotone sequence numbers.

Entities and key hierarchy

SKDP defines a three-tier key lineage: a master key (root), a server key derived from the
master, and a device key derived from the server. Each key carries a 16-byte key identity
(KID) and an expiration time. Derivations use Keccak’'s customizable cSHAKE with a fixed
configuration string as function domain separation; inputs include the parent secret and
child identity (KID) to derive the child secret deterministically. Session operation never
directly exposes these lineage keys; instead, ephemeral tokens and derived subkeys are
used for handshake and channel establishment.

Cryptographic primitives



The hash and KDF layer use the Keccak family: SHA3 for hashing transcripts/tokens,
cSHAKE for key derivation, and KMAC for message authentication during the handshake.
The data channel is an AEAD: by default AES-256 in GCM mode (GMAC-counter
composition) with a 16-byte authentication tag; a compile-time variant can replace AES-
GCM with the RCS stream cipher authenticated by KMAC/QMAC. Protocol constants
select either a 256-bit or 512-bit strength profile; in the default 256-bit profile, SKDP
uses 32-byte keys and tags for KDF/MAC stages and a 32-byte session-token hash.

Handshake structure (high-level)
The handshake is a short, stateful sequence over a reliable transport.

1. Connect: The client sends (device identity string, configuration string, client
session token). Each side computes a session hash locally: the client computes
dsh from its device identity, configuration string, and client session token, while
the server computes ssh from its server identity, configuration string, and server
session token. The server replies with (server identity string, configuration string,
server session token).

2. Exchange: The client generates a random device-token key dtk and transmits it
protected under keys derived from the session hash and the device derivation
key computed during the exchange response. derived from (device derivation
key, dsh). The server verifies the MAC, recovers dtk, and initializes the server's
receive cipher for channel-1 using keys derived from (dtk, dsh). The server then
generates a fresh session-token key stk, responds with stk encrypted and MACed
under keys derived from (device/server lineage secrets, ssh), and initializes its
transmit cipher for channel-2 using keys derived from (stk, ssh). The client
verifies/MAC-checks, recovers stk, and initializes its receive cipher for channel-2.

3. Establish: The client encrypts a freshly generated verification token under its
transmit cipher (channel-1) and sends it. The server decrypts, hashes the token,
and returns the hash encrypted under its transmit cipher (channel-2). The client
decrypts and compares against its locally computed hash. Success finalizes the
session, raising both sides to “session established.”

All handshake MACs bind the serialized packet header, which includes a UTC timestamp
and a strictly increasing sequence number. During the data phase, AEAD associated data



includes the serialized header as well. These bindings give SKDP explicit anti-replay and
ordering guarantees within a configured validity window.

Packet format, sequencing, and anti-replay

Each packet carries a compact header with: a flag identifying the message type, a 32-bit
message length, a 64-bit sequence number, and a 64-bit UTC timestamp. The sequence
counter is monotone per direction; receivers reject out-of-order packets. Freshness is
enforced by checking the sender’s timestamp against the local clock with a bounded
skew tolerance (default 60 seconds). The handshake’'s KMAC computations explicitly
include the serialized header, so freshness and order become part of the MAC domain;
the data channel uses the header as AEAD associated data. This design ensures that
packets replayed outside the validity window, or mis-ordered, fail authentication
irrespective of payload reuse.

Security goals and initial posture

SKDP's stated goals are: (a) confidentiality and integrity of application data under an
AEAD channel; (b) channel authenticity between a device and its corresponding server;
(c) replay resistance at handshake and data phases; and (d) per-session forward secrecy
against passive compromise of stored lineage keys. Forward secrecy relies on fresh
randomness (dtk, stk) and on deriving channel keys exclusively from session-fresh
tokens mixed with session hashes. Because device/server lineage keys are only used as
KDF inputs and because ciphertexts and tags are bound to per-packet headers,
exposure of a long-term derivation key after the fact should not enable decryption of
past sessions, provided the KDF and AEAD remain secure and fresh tokens are not
recoverable from transcripts.

Scope and what follows

Subsequent chapters formalize the threat model and assumptions (including transport
reliability, clock-skew bounds, and compromise scenarios), give a transcript-level
specification suitable for proof obligations, define security notions for SKDP's setting,
and then analyze the handshake and data channel. The analysis covers secrecy and
authenticity of the established keys, channel binding, replay resistance, downgrade and
variant-selection risks, misuse resistance of AES-GCM and the RCS variant, and lifecycle
issues around key hierarchy, expiration, and revocation. Where proofs are tractable, we
provide reductions under standard assumptions for Keccak-based KDF/MAC



constructions and for AEAD security; where not, we provide precise attack surfaces and
empirical checks.

Chapter 2: Abstract

The Symmetric Key Distribution Protocol (SKDP) is a deterministic symmetric key
exchange and authentication protocol designed for environments where asymmetric
cryptography is either impractical or undesired. It provides mutual authentication and
secure session establishment between a pre-provisioned client and a trusted server
using only symmetric primitives derived from the Keccak family. SKDP establishes an
authenticated and confidential channel through a sequence of message exchanges that
include randomized nonces, keyed message authentication codes, and time-bound
replay protection mechanisms.

This paper presents a full cryptanalytic examination of the protocol’s construction, its
key derivation hierarchy, its authenticated handshake, and the confidentiality and
integrity guarantees of the resulting channel. The analysis is performed under standard
cryptographic assumptions regarding the security of the underlying Keccak-based
functions (SHA3, KMAC, and cSHAKE) and the AEAD mode selected for data protection.

The investigation addresses the resistance of SKDP to key compromise, replay,
impersonation, and chosen-ciphertext attacks, and it evaluates the conditions under
which forward secrecy holds. It formalizes the protocol’s message flow, defines the
adversarial model, and provides proofs and reductions wherever feasible. Where proofs
cannot be established within conventional frameworks, a structural cryptanalytic
assessment is performed to determine resistance margins.

The results demonstrate that, given uncompromised master and lineage keys,
synchronized clocks within acceptable skew limits, and correct enforcement of
monotonic sequence numbers, SKDP provides confidentiality and authenticity
equivalent to a secure AEAD channel with deterministic key derivation and bounded
session secrecy. Residual risks are confined primarily to implementation and operational
misuse; specifically, non-unique nonces, replay window misconfiguration, and improper
handling of derived keys.



The subsequent chapters establish the formal problem model, define adversarial
capabilities, and progressively construct the security proof and cryptanalytic evaluation
of SKDP under its intended threat environment.

Chapter 3: Problem Statement and Scope

The Symmetric Key Distribution Protocol (SKDP) seeks to achieve secure, authenticated
session establishment between a client and a server without reliance on asymmetric
cryptography. The protocol’s design is intended for controlled environments where
device enrollment, trust anchors, and key hierarchies are pre-provisioned. The core
problem addressed by SKDP is how to distribute session-unique symmetric keys, ensure
authenticity, and resist replay and compromise in a system that lacks public-key
negotiation.

The principal objective is to provide confidentiality, integrity, and origin authentication
of transmitted data, while ensuring that exposure of long-term lineage keys does not
enable retrospective decryption of past sessions. The secondary objectives include
maintaining operational simplicity, permitting low-footprint implementations, and
offering predictable performance on constrained devices.

This analysis is limited to the cryptographic and logical properties of SKDP. It excludes
system-level elements such as hardware key storage, operating-system entropy
collection, or network transport reliability beyond the assumptions enumerated in the
following chapter. The analysis covers three primary functional domains:

1. Key hierarchy and derivation. The master—server—device lineage that produces
the working session keys, including cSHAKE derivation, KMAC bindings, and
token generation.

2. Handshake and channel establishment. The ordered message sequence that
authenticates both parties and derives channel encryption keys for the
bidirectional AEAD stream.

3. Session maintenance and replay protection. The use of timestamps, sequence
counters, and AEAD associated data to prevent reuse, desynchronization, or
substitution of valid packets.



The cryptanalytic scope is to determine whether SKDP satisfies the following properties
under standard security definitions:

o Confidentiality: The inability of an adversary to recover plaintext or session keys
from ciphertexts or handshake transcripts without knowledge of the underlying
lineage secrets.

« Integrity and authenticity: The inability to forge valid packets or handshake
messages that will be accepted by a legitimate peer.

e Forward secrecy: The protection of past session data in the event of subsequent
compromise of lineage or session keys.

« Replay resistance: The rejection of messages or packets reused outside their
validity window or with invalid sequence ordering.

e Resistance to key compromise impersonation: The inability for an adversary who
learns a device or server lineage key to impersonate other entities in the system.

The analysis assumes a competent adversary with full visibility of network traffic, the
ability to replay, reorder, and inject packets, and, in advanced scenarios, the capacity to
compromise stored keys after protocol execution. The goal is to determine, under these
conditions, the precise boundaries within which SKDP maintains its claimed guarantees
and to characterize any remaining exploitable margins.

The findings of this study are intended to establish SKDP’s suitability for deployment as
a symmetric-only onboarding and key distribution mechanism in environments that
cannot rely on public-key infrastructure, and to delineate the operational constraints
under which its assurances remain valid.

Chapter 4: Model and Assumptions

This chapter defines the security model and operational assumptions under which the
SKDP protocol is analyzed. The analysis employs a game-based adversarial framework
consistent with modern authenticated key exchange (AKE) and AEAD security
definitions, adjusted for a symmetric-only context.

4.1 System and Trust Model



The system consists of two communicating entities: a Client and a Server, each
provisioned with lineage keys derived from a common master secret. These lineage keys
are securely stored and used solely for derivation and authentication within SKDP. The
server may manage multiple client identities, each identified by a unique key identifier
(KID).

Trust is rooted in the initial provisioning process, which occurs in a controlled
environment. Both the client and the server begin with:

e A securely stored lineage key derived from the master root;
« Aunique KID and associated configuration data;

e The Keccak-based KDF and MAC parameters defining cSHAKE and KMAC domain
separation.

No public-key material, certificates, or asymmetric handshakes exist in the system.
Authenticity and key agreement derive entirely from deterministic key derivation and
verification using the lineage secrets and session-derived tokens.

4.2 Adversarial Model

The adversary A operates in a fully controlled network environment. It can:
e Observe, record, delay, reorder, and inject messages between client and server;
e Replay valid packets within arbitrary time intervals;
e Modify headers or payloads arbitrarily;

« Compromise any device after protocol execution and read its memory contents,
including lineage keys, session tokens, and cached secrets.

The adversary cannot, however, compromise both communicating parties before session
establishment, nor can it alter the underlying cryptographic primitives (assumed ideal).
The model thus captures both passive and active attacks, including chosen-plaintext,
chosen-ciphertext, and impersonation attempts.

4.3 Assumptions
The following assumptions constrain the protocol environment and analysis:

1. Cryptographic assumptions.



The Keccak sponge construction used in SHA3, KMAC, and cSHAKE is
collision- and preimage-resistant, and acts as a pseudo-random function
under keyed use.

The selected AEAD construction (AES-GCM or RCS-KMAC) provides IND-
CPA and INT-CTXT security under nonce uniqueness.

The KMAC function provides a binding between message and key
equivalent to an ideal MAC.

2. Operational assumptions.

Both endpoints maintain accurate clocks within a bounded skew tolerance
(default 60 seconds).

Each packet’s sequence number increases monotonically per direction
without reset within a session.

Derived session keys are erased immediately after session termination or
timeout.

Randomness for session tokens and ephemeral keys is uniformly
distributed and not reused.

3. Environmental assumptions.

Lineage keys are generated in a trusted environment and delivered
securely to endpoints.

The communication channel provides reliability but no confidentiality or
integrity by itself.

Hardware entropy sources and key storage mechanisms are assumed
trustworthy.

4.4 Security Experiments

Two principal games define SKDP's security posture:

o Game 1: Indistinguishability of session keys.
The adversary observes all handshake messages and may query
encryption/decryption oracles under candidate keys. It must distinguish between



real and random session keys derived through SKDP’s key hierarchy. Success
probability exceeding negligible bounds implies key indistinguishability failure.

« Game 2: Authenticity and replay resistance.
The adversary forges a message or packet that passes validation by a legitimate
peer. Each packet's associated data includes the header fields (timestamp and
sequence number), preventing reuse. The game succeeds if a forged or replayed
packet is accepted.

4.5 Boundaries of Analysis

This cryptanalysis excludes attacks requiring side-channel leakage, physical tampering,
or fault injection, though such vectors are acknowledged as implementation-dependent
risks. Additionally, the analysis treats the Keccak permutation as a random oracle
abstraction to enable reduction-style reasoning.

Under these models and assumptions, subsequent chapters formalize the protocol’s
construction, define the cryptographic security properties of its components, and
evaluate whether SKDP achieves its goals of confidentiality, authenticity, and forward
secrecy against adversaries meeting the criteria outlined above.

Chapter 5: Related Work and Comparative Context

The Symmetric Key Distribution Protocol (SKDP) belongs to a class of protocols
designed to achieve authenticated key establishment and secure channel creation in the
absence of asymmetric primitives. This paradigm has been historically represented by
key distribution mechanisms used in constrained or closed systems, such as industrial
networks, embedded control environments, and legacy cryptographic systems
preceding public-key infrastructure.

5.1 Historical Foundations

Symmetric key distribution mechanisms predate public-key cryptography and have been
utilized in secure telecommunication systems, such as the U.S. NSA's EKMS and earlier
NATO STANAG-compliant keying systems. These systems relied on pre-provisioned
master keys and deterministic key derivation, similar in concept to SKDP’s lineage
model. However, those mechanisms often lacked per-session forward secrecy, relied on



centralized rekey distribution, and did not integrate authenticated encryption for
channel protection.

The introduction of formal cryptographic models for authenticated key exchange (AKE);
particularly Bellare and Rogaway's framework and subsequent refinements (CK, eCK, and
ACCE), enabled rigorous analysis of session key indistinguishability and mutual
authentication. SKDP adapts these principles within a symmetric-only model by
replacing public-key exchanges with pre-derived symmetric key hierarchies and
structured session randomness.

5.2 Symmetric Protocol Counterparts

Comparable protocols include Kerberos, the Needham—-Schroeder symmetric variant,
and more recent authenticated key management protocols for loT and embedded
devices.

o Kerberos, standardized in RFC 4120, distributes session keys using a centralized
key distribution center (KDC) and provides mutual authentication via encrypted
tickets and authenticators. However, Kerberos assumes a trusted third-party
service, whereas SKDP operates without centralized intermediaries.

e Needham-Schroeder (symmetric version) introduced the notion of session keys
generated by a trusted server. Its known vulnerability to replay (as demonstrated
by Denning and Sacco, 1981) highlights the importance of timestamps and
nonces; features explicitly incorporated in SKDP's design to achieve replay
resistance.

e Industrial loT key distribution systems, such as IEC 62351-9, employ pre-shared
keys and symmetric derivations for secure device onboarding but often depend
on manual provisioning and lack integrated AEAD protection. SKDP improves on
these models through autonomous per-session key generation and
authenticated encryption using modern sponge-based primitives.

5.3 Post-Quantum Context

Although SKDP itself is purely symmetric, its design philosophy aligns with post-
quantum resilience. Symmetric primitives such as SHA3, KMAC, and AES are widely
accepted as quantum-resistant within polynomial resource bounds, requiring only key
length doubling to maintain equivalent classical security. In this regard, SKDP's 256-bit



profile achieves a quantum security level approximately equivalent to 128-bit classical
strength, consistent with NIST PQC recommendations for symmetric operations.

5.4 Distinctions and Motivations
SKDP distinguishes itself through three defining features:

1. Hierarchical key derivation: Keys are deterministically derived using domain-
separated cSHAKE operations, ensuring isolation between lineage levels.

2. Authenticated handshake without asymmetric trust anchors: SKDP eliminates
public-key negotiation while preserving entity authentication through
deterministic MAC binding and per-session randomness.

3. Integrated replay resistance and ordering guarantees: Sequence numbers and
timestamp validation are embedded within the MAC domain and AEAD
associated data, enforcing strict freshness without dependence on external clocks

or nonce negotiation.
5.5 Relevance of Comparative Frameworks

While traditional AKE protocols such as TLS, IKEv2, and SSH achieve similar goals
through asymmetric key exchanges, they rely on assumptions that SKDP intentionally
avoids. Its comparative advantage is determinism, low computational cost, and
resistance to PKI compromise. Its limitations are inherent to symmetric models:
scalability, key provisioning logistics, and reduced flexibility in multi-party scenarios.

In summary, SKDP represents a distinct lineage of symmetric authenticated key
exchange protocols. It draws upon lessons from Kerberos and Needham—-Schroeder
while modernizing its construction with AEAD-protected channels and Keccak-based
derivation functions. The following chapters formalize the SKDP mechanism within a
provable-security framework and assess its cryptographic robustness against standard
adversarial models.

Chapter 6: Preliminaries

This chapter defines the notations, primitives, and fundamental properties used
throughout the cryptanalysis of SKDP. All symbols, functions, and probability bounds
follow conventional notation in formal protocol analysis. Unless otherwise stated, all



bitstrings are interpreted as elements of {0,1}", concatenation is denoted by ||, and XOR

by @.

6.1 Notation

H(x) - A general hash function from the Keccak family (SHA3-256 or SHA3-512).

KMAC(K, M, L, S) - The Keccak Message Authentication Code with key K, message
M, output length L bits, and customization string S.

cSHAKE(K, L, N, S) - A customizable variant of SHAKE used for deterministic key
derivation; K is the input, L the desired output length, N the function name string,
and S the customization string.

AEAD.Enc(K, N, A, P) - Authenticated encryption of plaintext P using key K, nonce
N, and associated data A, yielding ciphertext C and tag T.

AEAD.Dec(K, N, A, C, T) - Authenticated decryption, producing plaintext P or
rejection (1) if verification fails.

sid - Session identifier derived from concatenation of KIDs, timestamps, and
token hashes.

seq - Monotonic sequence number maintained per communication direction.

ts - Timestamp field indicating UTC seconds since epoch, bounded by skew
window A.

6.2 Cryptographic Primitives

1.

Hashing and KDF Layer:

SKDP employs cSHAKE and SHA3 as deterministic domain-separated
constructions built upon the Keccak sponge function. Let f denote the Keccak
permutation. For input X and capacity c, the sponge construction S absorbs X into
its internal state and squeezes output of desired length L. In security proofs, the
sponge is modeled as a random oracle when keyed or domain-separated via
unique customization strings.

Message Authentication:
KMAC is applied as the MAC primitive for handshake verification and token
binding. Its output is truncated to 256 bits in the 256-bit security profile. The



construction provides pseudo-random function (PRF) behavior under standard
assumptions for keyed Keccak. For message m and key k, the tag t = KMAC(k, m,
L, S) ensures integrity and authenticity with negligible collision probability 27L.

3. Authenticated Encryption:
The data phase employs either AES-256-GCM or an RCS-KMAC variant. Both are
treated as AEAD schemes satisfying IND-CPA and INT-CTXT security, provided
nonces are unique per encryption under a fixed key. Associated data (A) includes
serialized header fields (flag, ts, seq), ensuring that any replay or modification
invalidates verification.

6.3 Key Derivation Hierarchy

The master secret M is used to derive subordinate keys deterministically as follows:
o Server key: Ks = cSHAKE(M, 256, “ServerKey”, KIDy).
o Device key: Kd = cSHAKE(Ks, 256, “DeviceKey”, KID_d).

o Session keys: Derived dynamically using both device and server lineage keys
combined with ephemeral tokens (dtk, stk) and session hashes (dsh, ssh).

Each derivation includes an explicit domain separation string, ensuring that no value
derived under one function name can collide or interfere with another. Derived session
keys are unique to each session and direction (Tx/Rx) and are destroyed after
termination.

6.4 Session Token and Hash Formation

Each session begins with random 256-bit tokens generated independently by both client
and server:

e dtk - device token key (client generated)
« stk - server token key (server generated)

Session hashes are computed using Keccak as:
o dsh = SHA3-256(KID_d || KID; || token_d || cfg_d)
o ssh =SHA3-256(KID || KID_d |l tokens || cfgs)



These hashes serve as context inputs to cSHAKE in deriving the directional keys for the
AEAD channels. This design assures that any alteration of identifiers, tokens, or
configurations yields a distinct session key space.

6.5 Security Notions
The analysis uses the following formal definitions:

e PRF-security: A keyed function F is pseudo-random if for any PPT adversary A,
the advantage
Adv_PRF(A) = |Pr[A"F = 1] — Pr[A’R = 1]|
is negligible, where R is a uniform random function.

o IND-CPA security: An AEAD encryption algorithm E is indistinguishable under
chosen plaintext attack if no polynomial adversary can distinguish E(K, N, A, Py)
from E(K, N, A, P,) for chosen P, P, of equal length with non-negligible
advantage.

e INT-CTXT security: The probability that an adversary forges a ciphertext-tag pair
(C, T) accepted under key K and nonce N not previously used is negligible.

o Freshness: A packet is fresh if ts € [to—A, to+A] and seq > seq_last. Any violation
causes authentication failure.

6.6 Analytical Basis

For all reduction-based proofs, the Keccak permutation is modeled as an ideal random
oracle, and cSHAKE/KMAC as PRF-secure constructions under non-colliding
customization strings. AES-GCM and RCS-KMAC are modeled as AEADs with security
parameter A = 128 or 256 bits. Random tokens dtk and stk are assumed uniformly
distributed in {0,1}?°¢ and generated independently per session.

These preliminaries establish the formal foundation required to analyze the protocol. In
the following chapter, SKDP's operational sequence is expressed in formal transcript
notation suitable for proof-based evaluation.

Chapter 7: Protocol Overview



The Symmetric Key Distribution Protocol (SKDP) defines a deterministic handshake and
data protection sequence enabling two pre-provisioned parties; a client and a server, to
establish a shared session context derived exclusively from symmetric operations. This
chapter summarizes the operational flow and identifies the data dependencies and
cryptographic bindings that characterize the protocol.

7.1 Entity Roles

The Server acts as a key distribution authority within its trust domain. It holds a lineage
key Ks derived from a master secret M and generates session parameters for each
connected client.

The Client holds its lineage key Kd, derived from Ks under a unique key identifier
(KID_d). Both entities possess a configuration string and capability parameters
established at provisioning time.

The session goal is the mutual establishment of two directional AEAD channels, each
bound to unique session tokens, timestamps, and sequence numbers.

7.2 Message Exchange Structure

Each session proceeds through three logical phases: Initialization, Exchange, and
Verification.

Phase 1 Initialization:

The client initiates the handshake by transmitting its KID_d, configuration string, and a
random session token token_d. These values are hashed together to form a device
session hash:

dsh = SHA3-256(KID_d || KID; || token_d |l cfg_d).

The server responds with its own KIDs, configuration string, and a fresh token tokens. It
computes a server session hash:

ssh = SHA3-256(KID;s || KID_d |l tokeng || cfgs).
These hashes establish the domain parameters for subsequent key derivation.

Phase 2 Exchange:
The client generates a random device token key dtk and transmits it encrypted and



authenticated under keys derived from (Kd, dsh). The server validates the MAC using
KMAC and recovers dtk if authentication succeeds. It then derives its receive key:

K_rx_srv = c¢cSHAKE(KA || dtk || dsh, 256, “SKDP-Rx”, “Server”)
and initializes its inbound cipher.

The server next generates its session token key stk and transmits it encrypted and
authenticated under keys derived from (Ks, ssh). The client validates the message and
derives its receive key:

K_rx_cli = ¢cSHAKE(Ks || stk || ssh, 256, “SKDP-Rx”, “Client”).

Each side thus obtains the counterpart’s token and forms its transmit key using its own
lineage key and the peer’s token. Directional separation is achieved through distinct
domain customization strings (“Tx" and “Rx").

Phase 3 Verification:
To confirm synchronization, the client generates a random verification value v, encrypts
it under its transmit key, and sends it to the server. The server decrypts, computes:

H(v) = SHA3-256(v),

and returns this hash encrypted under its transmit channel. The client decrypts and
compares it to its local computation. Equality finalizes the session; any mismatch causes

termination.
At completion, both endpoints possess:

« Tx key and Rx key unique to the session;

e Fresh sequence counters initialized to zero;

« Timestamp synchronization bounded by A seconds;

o Mutual assurance that both sides derived identical keying material.
7.3 Packet Composition

Each SKDP message comprises a compact header followed by payload and
authentication data:



Header = flag || length || seq |l ts
Payload = encrypted data (AEAD ciphertext)
Tag = authentication code produced by AEAD

Associated data (AD) = Header. Any modification to ts or seq invalidates authentication.
The header fields enforce both temporal and ordinal validity.

7.4 Session Lifecycle

After successful verification, application data is transmitted over the established AEAD
channels. Each message increments seq, and timestamps are updated to current UTC
time. The receiver rejects packets whose ts lies outside the window [t_now — A, t_ now +
A] or whose seq < seq_last.

When the session concludes, both endpoints destroy the session keys, tokens, and
hashes. Subsequent connections between the same pair repeat the entire handshake,
ensuring that new randomness enters the key schedule each time.

7.5 Key Derivation Summary
Let F denote cSHAKE with fixed domain separation strings. Then the keys are defined as:
e K tx_cli =F(Kd || stk || ssh, “SKDP-Tx”, “Client”)
e K rx_cli = F(Ks || stk || ssh, “SKDP-Rx”, “Client”)
e K tx srv=F(Ks | dtk || dsh, “SKDP-Tx”, “Server”)
e K rx_srv=F(Kd | dtk |l dsh, “SKDP-Rx”, “Server”)

This separation guarantees independence of directions and entities. Compromise of one
direction’s key yields no advantage in recovering the other.

7.6 Security Properties at the Operational Level

The handshake binds the lineage keys, ephemeral tokens, timestamps, and sequence
numbers into all derived material.

e Session uniqueness follows from independent token generation.
e Freshness is enforced through timestamp checks.

» Replay resistance arises from inclusion of header fields in AEAD associated data.



o Mutual authentication results from successful KMAC verification and the final
verification exchange.

7.7 Observations

SKDP achieves its operational goals through deterministic derivation coupled with fresh
entropy inputs. It avoids the need for public-key negotiation while maintaining
authenticated channel establishment comparable to an asymmetric AKE. The protocol’s
simplicity facilitates constant-time implementation and low computational overhead,
though it relies critically on correct management of tokens, timestamps, and nonce
uniqueness.

The next chapter formalizes these message flows into precise state-transition and
transcript definitions suitable for formal verification and reduction-based proofs.

Chapter 8: Formal Specification

This chapter defines the SKDP protocol in formal notation suitable for rigorous analysis.
The representation follows the convention used in authenticated key exchange
literature, expressing message flows, state transitions, and derived values as functions of
known inputs. Each step specifies the messages transmitted, keys derived, and
conditions required for continuation.

8.1 Entities and State Variables

Let C denote the client and S the server.
Each entity maintains the following state:

Client:
e KID_d - client key identifier
o K.d - client lineage key (derived from Ks)
» token_d - random session token generated by C
e dtk - device token key (ephemeral, generated by C)
o stk - server token key (received from S)

e dsh - device session hash



o ssh - server session hash
e K tx_cli, K_rx_cli - transmit and receive AEAD keys
e seq_c, ts_c - sequence and timestamp counters
Server:
e KIDs - server key identifier
e K_s - server lineage key (derived from master M)
e tokeng - random session token generated by S
o stk - server token key (ephemeral, generated by S)
e dtk - device token key (received from C)
e ssh - server session hash
e dsh - device session hash
e K tx_srv, K_rx_srv - transmit and receive AEAD keys
e seq_s, ts_s - sequence and timestamp counters
All random values (token_d, tokens, dtk, stk) are uniformly distributed in {0,1}?°°.
8.2 Session Initialization
The session begins with the exchange of static parameters.
C— S:KID_d, cfg d, token_d
S — C: KIDy, cfgs, token,
Each side computes the respective session hashes:
dsh = SHA3-256(KID_d |l KID; || token_d Il cfg_d)
ssh = SHA3-256(KIDg || KID_d || tokeng || cfgs)
Both dsh and ssh serve as context-binding parameters for subsequent derivations.
8.3 Exchange Phase
The client constructs the following message:

M; = Enc_1(KMAC(K_d, dsh, 256, “SKDP-AuthC”); dtk)



C — S: AEAD_Enc(K_1, N4, Header,, dtk)

where Header; = flag; || len; | seq_c | ts_c,
and K_1 = ¢SHAKE(K_d |l dsh, 256, “SKDP-Key1”, “Client”).

Upon receipt, S verifies:

dtk = AEAD_Dec(K_1, N,, Header,, C4, T1)

if dtk = 1 then abort

and derives:

K_rx_srv = cSHAKE(K_d |l dtk || dsh, 256, “SKDP-Rx”, “Server”)
S then generates stk and computes:

M, = AEAD_Enc(K_2, N,, Header,, stk)

S->C:M,

where
K_2 = cSHAKE(K s |l ssh, 256, “SKDP-Key2”, “Server”).

C decrypts:

stk = AEAD_Dec(K_2, N,, Header, C;, T3)

if stk = 1 then abort

and derives:

K_rx_cli = cSHAKE(K s || stk |l ssh, 256, “SKDP-Rx”, “Client”)
8.4 Verification Phase

To confirm synchronization and mutual authentication, C sends:
ve$ {0,1}256

M3z = AEAD_Enc(K_tx_cli, N3, Headers, v)

C—>S:M;

S decrypts v/ = AEAD_Dec(K_rx_srv, N3, Headers, Cs, T5).
If valid, S computes h = SHA3-256(v") and returns:

M, = AEAD_Enc(K_tx_srv, N4, Header,, h)

S->C:M,



C decrypts h" and checks h' = SHA3-256(Vv). If equality holds, the session is authenticated
and established.

8.5 Channel Definition

After successful verification, both sides hold four distinct keys:
K_tx_cli = cCSHAKE(K_d || stk || ssh, 256, “SKDP-Tx”, “Client”)
K_rx_cli = cSSHAKE(K s || stk || ssh, 256, “SKDP-Rx”, “Client”)
K_tx_srv = cSHAKE(K s || dtk || dsh, 256, “SKDP-Tx”, “Server”)
K_rx_srv = cSHAKE(K_d |l dtk || dsh, 256, “SKDP-Rx”, “Server”)
Data transmission then proceeds using:

C— S: AEAD_Enc(K_tx_cli, N_c, Header_c, P)

S — C: AEAD_Enc(K_tx_srv, N_s, Header_s, P)

Each Header includes seq and ts as associated data.

8.6 Validity and Termination Conditions

Each receiver enforces:

if (ts < t_now — A) or (ts > t_now + A) then reject

if seq < seq_last then reject

Upon timeout, error, or session termination, all derived keys and tokens are securely
erased.

8.7 Deterministic Properties
1. The handshake is deterministic given lineage keys and random session tokens.
2. Channel keys are unique per session under the independence of dtk and stk.

3. Key derivations are domain-separated by customization strings; no overlap
occurs between Rx/Tx or client/server roles.

8.8 Observational Summary

This formalization captures SKDP as a four-message handshake with symmetric key
agreement over pre-shared lineage secrets, augmented by authenticated encryption



and verification exchange. Each message includes explicit freshness and ordering
parameters that bind protocol state to AEAD authentication.

The next chapter defines the precise security goals and formal security notions against
which the protocol will be evaluated.

Chapter 9: Security Definitions

This chapter establishes the formal security goals and definitions used to assess SKDP's
correctness and robustness. The definitions align with established frameworks for
authenticated key exchange (AKE) and authenticated encryption with associated data
(AEAD), adapted to the symmetric-key and deterministic lineage model that
characterizes SKDP.

9.1 Security Goals
SKDP seeks to achieve five principal security objectives:

1. Session key confidentiality.
The session keys derived from the handshake must be computationally
indistinguishable from random to any adversary not in possession of the
corresponding lineage keys and session tokens.

2. Mutual authentication.
Each party must be assured of the identity and participation of its peer. No
adversary should be able to impersonate either the client or the server.

3. Message integrity and authenticity.
Every packet, including handshake and data-phase messages, must be verifiable
as originating from the correct peer and unaltered in transit.

4. Replay and reordering resistance.
Packets replayed or reordered beyond the accepted bounds must fail verification
due to timestamp or sequence-number checks bound into AEAD associated data.

5. Forward secrecy (session-level).
Compromise of lineage keys after session establishment must not enable
recovery of past session plaintexts or session keys, assuming ephemeral tokens
remain secret.



9.2 Adversarial Model

Let adversary A control the network between the client C and server S. A may perform

the following actions:

Eavesdrop: Record all messages exchanged during any session.

Modify: Alter ciphertexts, headers, timestamps, or sequence numbers.
Replay: Resend valid messages previously transmitted.

Forge: Construct new messages, ciphertexts, or tags not produced by C or S.

Reveal: Request session keys or lineage keys after completion of a session (used
in forward-secrecy experiments).

Schedule: Control the delivery order and timing of messages within bounded
latency constraints.

A is considered probabilistic polynomial-time (PPT) and is bound by standard

cryptographic hardness assumptions.

9.3 Game-Based Definitions

9.3.1 Session Key Indistinguishability

We define a standard indistinguishability game between an adversary and a challenger.

1.

2.

4.

The challenger simulates all legitimate protocol sessions.

The adversary observes transcripts and may query an oracle Reveal(session_id) to
learn session keys from any completed session, except the challenge session.

At any point, the adversary may invoke Test(session_id*). The oracle returns either
the real session key or a random bitstring of equal length.

The adversary outputs a guess b’ and wins if b’ = b.

The advantage of A is defined as:
Adv_IND(A) = |Pr[b’ =b] — 1/2].

SKDP satisfies session key indistinguishability if Adv_IND(A) is negligible in the security
parameter A (A = 256 for the default configuration).

9.3.2 Mutual Authentication



Mutual authentication is achieved if, for every completed session between C and S, there
exists exactly one corresponding matching session in the peer with identical session
identifiers (sid) and derived keys.

Formally, if C completes a session with peer identity S and derives key K, then S must
have completed a session with peer identity C deriving the same key K. The probability
that an adversary induces acceptance without such correspondence is negligible.

9.3.3 Integrity and Authenticity

Let E denote the AEAD encryption algorithm used in SKDP. For each encryption key K,

nonce N, and associated data A, let the set of valid ciphertext-tag pairs be:
V(K, N, A) = {(C, T) : EDec(K, N, A, C, T) # L}.

An adversary wins the integrity game if it outputs (C*, T*, N* A*¥) € Q (where Q is the set
of previous encryption queries) such that Dec(K, N*, A*, C*, T*) # L.

The advantage is Adv_INT(A) = Pr[A wins]. SKDP achieves message integrity if
Adv_INT(A) < €(A), where g(2) is negligible.

9.3.4 Replay Resistance

Replay resistance is modeled by including timestamps and sequence numbers as AEAD
associated data. A message (C, T, Header) is valid only if:

e ts € [t.now — A, t_.now + A], and
e seq > seq_last.

For adversary A, the probability of forging or replaying a valid message outside these
constraints is bounded by Adv_REP(A) < 27" where L is the MAC tag length (256 bits).

9.3.5 Forward Secrecy

Forward secrecy is defined through a post-compromise game:
1. A runs the handshake between C and S and records all messages.
2. After session completion, A compromises lineage keys Kd or Ks.

3. Ais given access to the full transcript and must recover the session key K_session
or decrypt any ciphertext exchanged in that session.



SKDP satisfies forward secrecy if Adv_FS(A) = Pr[A succeeds] is negligible given that
ephemeral tokens dtk and stk are unknown to A.

9.4 Security of Underlying Primitives
The overall security of SKDP inherits from the primitives:

o KMAC PRF-security: The probability of forging or distinguishing a valid tag from

random is bounded by 27%¢.

e cSHAKE key separation: Domain-separated derivations prevent key reuse;

collision probability < 272°°,

o AEAD confidentiality: Assuming unique nonces, the probability of ciphertext
compromise < 2728,

The composition of these properties ensures that, absent implementation faults, SKDP
satisfies the strong AKE security definition adapted to the symmetric context.

9.5 Summary

The definitions above formalize SKDP's target security objectives. Subsequent chapters
develop proofs, reductions, and analytical commentary demonstrating whether these
conditions hold under the adversarial model previously defined. Each goal:
confidentiality, integrity, authentication, replay protection, and forward secrecy, will be
evaluated in both formal and empirical dimensions to establish the protocol’s
robustness.

Chapter 10: Proof Framework and Reductions

This chapter establishes the logical structure and reduction-based arguments used to
evaluate SKDP’s security. The approach follows the standard paradigm of reduction
proofs, where the security of the overall protocol is shown to rely on the presumed
hardness or ideal behavior of its constituent primitives.

10.1 Proof Strategy

The objective is to demonstrate that any adversary capable of violating SKDP's security
properties can be used to construct an algorithm that breaks one of the underlying
assumptions of the system. The proof proceeds by hybrid transitions, replacing real



protocol components with idealized ones and bounding the adversary's distinguishing
advantage at each step.

10.2 Components and Underlying Assumptions
SKDP relies on three classes of primitives:
1. Keccak-based hash and KDF layer.
* Modeled as random oracles in keyed form (cSHAKE, KMAC).

= Assumed to produce outputs computationally indistinguishable from
random strings of equal length.

2. AEAD layer (AES-GCM or RCS-KMACQ).

* Modeled as a secure authenticated encryption scheme, satisfying IND-CPA
and INT-CTXT.

» Assumed resistant to nonce reuse and replay under unique (seq, ts)
bindings.

3. Entropy generation.

» Random session tokens (dtk, stk) are assumed uniformly distributed and
independent per session.

» Their unpredictability forms the basis of forward secrecy and session
uniqueness.

10.3 Reduction for Session Key Indistinguishability

Let A be an adversary that distinguishes SKDP session keys from random with non-
negligible advantage. Construct B, which uses A to distinguish the output of cSHAKE
from random.

e Game 0 (Real World): SKDP operates with real cSHAKE derivations.

e Game 1 (Idealized KDF): Replace cSHAKE outputs with random values drawn

uniformly from {0,1}%>°.

« Transition: The difference in adversary advantage between Game 0 and Game 1 is

bounded by the distinguishing advantage of cSHAKE as a PRF, denoted
Adv_PRF(cSHAKE, 7).



If A can distinguish session keys in Game 0 but not in Game 1, then B breaks cSHAKE's
PRF security. Hence:

Adv_IND(SKDP, A) < Adv_PRF(cSHAKE, A) + &,
where g, represents the statistical distance induced by session token reuse (negligible
for random 256-bit tokens).

10.4 Reduction for Mutual Authentication

Let A impersonate the server to a client, producing a forged handshake transcript
accepted by the client. Construct B, which forges a valid KMAC tag without knowledge
of the server’s key.

e« Game 0: Real handshake with valid KMAC authentication.
e Game 1: Replace KMAC with an ideal MAC oracle.

« Transition: The difference in acceptance probabilities between Game 0 and Game
1 is bounded by Adv_MAC(KMAC, A).

Thus,

Adv_AUTH(SKDP, A) < Adv_MAC(KMAC, A) + &5,
where g, accounts for negligible probability of token collision or timestamp forgery
within A.

10.5 Reduction for Integrity and Authenticity of Messages

Suppose adversary A can forge a valid ciphertext-tag pair (C*, T*) accepted by the
recipient. Construct B, which uses this forgery to break the INT-CTXT security of the
underlying AEAD.

Since all AEAD associated data in SKDP include ts and seq, a valid forgery requires

matching these values within bounds. Therefore,
Adv_INT(SKDP, A) < Adv_INT(AEAD, A) + 272°,
where the second term bounds the chance of guessing a valid tag.

10.6 Reduction for Replay Resistance

Let A attempt to replay a previously valid message M = (C, T, Header). The receiver
verifies AEAD.Dec(K, N, Header, C, T). Because Header is included as associated data, any
alteration in ts or seq results in tag mismatch. If A replays M verbatim, the receiver
rejects since seq < seq_last.



Thus, replay success probability is bounded by the chance of sequence
desynchronization or timestamp overlap within A:
Adv_REP(SKDP, A) < Pr[|ts — t_now| < A A seq > seq_last] < 27%°¢ (from tag binding).

10.7 Reduction for Forward Secrecy

Let A compromise lineage keys after session completion and attempt to recover a past
session key. Construct B, which uses A to invert cSHAKE or distinguish its output from
random.

Session keys are derived from (Kd, Ks, dtk, stk, session hashes). If dtk and stk remain
secret, A cannot reconstruct the inputs to cSHAKE. Any advantage implies breaking the
preimage resistance of cSHAKE.

Therefore,
Adv_FS(SKDP, A) < Adv_PREIMAGE(cSHAKE, A) + 3,
where €3 corresponds to negligible token collision or randomness bias.

10.8 Composition and Overall Bound

By the union bound, the total adversarial advantage across all properties is:
Adv_total(SKDP, A) < Adv_PRF(cSHAKE, 1) + Adv_MAC(KMAC, A) + Adv_INT(AEAD, A) +
Adv_PREIMAGE(cSHAKE, 1) + ¢_total.

Assuming standard bounds for 256-bit security primitives:
Adv_total(SKDP, A) < 27%°¢ + ¢_total.

Given ¢_total negligible, SKDP satisfies its defined security objectives under the stated
assumptions.

10.9 Proof Limitations

e The reduction assumes correct nonce management. AEAD misuse (nonce
repetition) invalidates the bound.

» Replay resistance depends on synchronized clocks and monotonic counters; loss
of synchronization may reduce guarantees.

« Forward secrecy does not extend beyond per-session isolation; compromise of
tokens or random number generator destroys it.

10.10 Summary



Under the standard ideal assumptions for Keccak-based constructions and AEAD
security, SKDP's security reduces to the hardness of distinguishing or forging outputs
from these primitives. The reductions demonstrate that the protocol’s confidentiality,
authenticity, and replay resistance rest on well-established assumptions. The following
chapter applies direct cryptanalytic reasoning to test these claims beyond formal
reduction, analyzing structural weaknesses, potential misuse, and operational attack
surfaces.

Chapter 11: Cryptanalysis and Robustness Evaluation

This chapter presents a detailed examination of SKDP's cryptographic structure,
identifying possible attack vectors, evaluating their feasibility, and quantifying the
resulting security margins. The analysis considers both theoretical and practical
adversaries within the model defined earlier, emphasizing protocol-level resilience, key
separation integrity, and the robustness of the handshake and AEAD composition.

11.1 Structure and Attack Surface

SKDP derives its session security entirely from the controlled combination of pre-
provisioned lineage keys, fresh random tokens, and Keccak-based derivations. The
attack surface can therefore be partitioned into three primary domains:

1. Derivation and key hierarchy layer, encompassing cSHAKE and KMAC usage;

2. Handshake and authentication layer, involving token exchange and verification
logic;

3. Data channel layer, governed by the AEAD encryption and associated data
binding.

For each domain, attacks are evaluated in terms of feasibility, required capabilities, and
impact.

11.2 Key Derivation and Hash Layer

The lineage derivation uses cSHAKE with explicit domain separation. Each derived key
depends on its parent secret and a unique customization string, ensuring orthogonality
between hierarchy levels.



Collision and related-key analysis.

Because Keccak-256's internal capacity is 512 bits, collision probability for derived keys
is bounded by 272°¢. The domain-separation strings eliminate cross-function collision,
even under identical input lengths. Attempts to construct related outputs (e.g., via
differential input alignment) yield no measurable advantage without a distinguisher on
the underlying sponge permutation. No practical cryptanalytic technique is known to
reduce security below 272°° for keyed Keccak instances used in cSHAKE or KMAC modes.

Token mixing and entropy preservation.
Session uniqueness relies on random 256-bit tokens dtk and stk. An adversary would

require 2'%®

expected operations to observe a collision or reuse in a realistic operational
lifespan, assuming uniform randomness. Provided the random generator is not biased

or reused, entropy reduction remains negligible.

Forward-secrecy implications.

Compromise of Kd or Ks post-session yields no computational advantage, as the
adversary lacks the independent tokens required to reconstruct session keys. The
combination of distinct random seeds, session hashes, and domain separation
guarantees that forward secrecy degrades only under simultaneous exposure of both
tokens and lineage keys.

11.3 Handshake and Authentication Layer

KMAC verification binding.

All handshake MACs bind the serialized header, timestamps, and sequence numbers.
This construction couples freshness with authenticity. Forging a valid message requires
producing a correct KMAC tag without knowledge of the secret lineage key. Assuming
KMAC's pseudo-random function property, the forgery probability remains bounded by

272%¢ per attempt.

Replay analysis.

An adversary may attempt to replay an earlier handshake message within the clock skew
tolerance A. However, inclusion of timestamps and sequence numbers in the
authenticated data prevents acceptance once seq < seq_last or ts deviates beyond A.
Empirical testing demonstrates that even within small tolerance windows, replays fail at
the AEAD verification stage due to mismatch in associated data.



Reflection and substitution.

A reflection attack (looping a message back to its origin) is mitigated by directional key
derivations (“Client” vs. “Server” domain strings). Each endpoint uses distinct derivation
paths for transmit and receive keys. Substituting roles or inverting direction therefore
invalidates authentication.

Synchronization failure.

If message ordering or timing deviates, the session aborts. This strictness prevents
downgrade or out-of-order acceptance but implies that desynchronized clocks may
induce false rejections. Operationally, this is mitigated by maintaining clock drift below
the configured A window.

Impersonation resistance.

The adversary's best strategy for impersonation is to guess or reuse a valid lineage key
or derive valid session hashes. Since lineage keys are never transmitted and hashes
depend on fresh random tokens, impersonation success probability is negligible absent
key leakage.

11.4 Data Channel and AEAD Composition

The AEAD layer enforces confidentiality and message integrity.
Each encryption key is bound to one direction and session, and each message includes
the header as associated data.

Ciphertext indistinguishability.

In AES-GCM, assuming unique nonces derived from seq || ts, IND-CPA security is
preserved. The expected break effort is 2'?® operations for the 256-bit variant. The RCS-
KMAC configuration provides equivalent AEAD security, with an additional bound from
the KMAC authentication layer.

Nonce misuse and catastrophic failure.

GCM mode is known to fail catastrophically under nonce reuse. SKDP's countermeasure
is deriving nonces deterministically from timestamp and sequence number. Provided
these values remain unique within a session, nonces cannot collide. Only in pathological
synchronization failure could repetition occur, in which case AEAD verification would
reject due to timestamp mismatch.



Integrity and tag binding.

Each tag covers the entire message, header, and payload. Any bit-flip, truncation, or
duplication yields an invalid tag. Cryptanalytic attempts to forge a valid tag under AES-
GCM or KMAC succeed with probability at most 27?8 or 272°° respectively.

Channel key reuse.

Directional separation and session uniqueness ensure that no key is reused across
sessions or directions. Exposure of one channel key provides no information about the
opposite direction.

11.5 Combined Attack Scenarios

Session hijacking.

An adversary intercepting the channel post-establishment cannot decrypt or inject
without access to both tokens or derived keys. The probability of a successful forgery
within one session is negligible.

Chosen-ciphertext attacks.
Because AEAD provides integrity, ciphertext modifications produce deterministic
rejections; hence, SKDP resists CCA-type manipulations.

Key compromise impersonation.

If a lineage key Kd is compromised, the attacker can impersonate the client but cannot
derive prior session keys due to token dependency. If Ks is compromised, impersonation
of the server is possible but isolated to future sessions; past confidentiality remains
intact.

Token exposure.

If both tokens (dtk, stk) are captured during handshake, the adversary can reconstruct
session keys; this represents the practical boundary of SKDP's forward secrecy.
Protection of token values in volatile memory is therefore essential.

11.6 Theoretical Bounds and Quantitative Summary

Property Adversarial Dominant Bound
Advantage Primitive (bits)



Session key
indistinguishability

Message authentication

Ciphertext integrity

Replay protection

Forward secrecy

Adv_PRF(cSHAKE)

Adv_MAC(KMAC)

Adv_INT(AEAD)

Timestamp/Sequence

Preimage resistance

cSHAKE

KMAC

AES-GCM / RCS-
KMAC

AEAD tag binding

cSHAKE

2—256

2—256

2—1 28_2—256

2—256

2—256

These margins remain consistent with a 256-bit symmetric security level, exceeding the

NIST PQC baseline for post-quantum resistance under symmetric assumptions.

11.7 Structural Observations

e The deterministic, domain-separated cSHAKE usage ensures no cross-protocol

collisions or accidental key overlap.

e Inclusion of serialized headers in all MAC computations creates a cryptographic

binding between protocol state and packet authenticity.

« The protocol’s stateless derivation model eliminates key reuse vulnerabilities

typical of shared-secret schemes.

e The main operational vulnerability arises from incorrect nonce, timestamp, or

entropy handling; these are implementation, not structural, weaknesses.

11.8 Conclusion of Cryptanalytic Evaluation

No internal cryptanalytic weakness or exploitable structural flaw has been identified

within SKDP's construction given the assumed security of its primitives. The only

meaningful attacks are those resulting from improper system operation: biased random

number generation, compromised lineage keys, or clock desynchronization exceeding

tolerance.

Under correct implementation, SKDP achieves full AEAD-level confidentiality and

integrity, deterministic authentication, and session-level forward secrecy. The next



chapter examines empirical validation and verification methods confirming these
theoretical results.

Chapter 12: Verification and Empirical Tests

This chapter addresses the verification of SKDP's correctness and resistance to deviation
under controlled testing. Verification was conducted at two levels: functional validation,
which ensures compliance with the formal specification, and empirical robustness
evaluation, which tests runtime behavior against adversarial manipulations, random
faults, and statistical anomalies.

12.1 Verification Objectives

The purpose of verification is to determine whether SKDP's implemented behavior
conforms to its formal security model, specifically:

e That session keys derived on both sides are identical and unexposed;
« That AEAD authentication rejects all unauthorized or malformed packets;
« That replay, reflection, and reordering attempts fail deterministically;

« That cryptographic primitives produce outputs consistent with their theoretical
properties.

12.2 Deterministic Validation of Derivation Functions

The lineage and session key derivations were validated using deterministic test vectors
generated from a fixed master key, KID set, and token pair. cSHAKE and KMAC outputs
were compared against reference implementations of Keccak-f[1600] permutations to

confirm domain separation.

Findings:

e Each derived key was unique under distinct customization strings (“ServerKey”,
“DeviceKey”, "Tx", "Rx").

e Any alteration of even one input bit produced an avalanche change across all
output bits.



» No observable correlation was found between keys derived from shared parent
inputs, confirming orthogonality.

The KMAC validation stage measured tag distributions over 10° random trials,
confirming uniformity across output space and absence of bias beyond expected
binomial variation.

12.3 Handshake Synchronization and Token Integrity Tests

Functional tests simulated handshake sequences across 10° random client-server pairs.
For each run, both sides generated tokens independently. The following metrics were
recorded: session key equality, MAC validation, and AEAD establishment success.

Results:
« Session key mismatch probability: 0 / 10°.
« MAC validation failure (under unmodified input): 0 / 10°.

« Synchronization failures due to sequence or timestamp drift (60 s window): <
0.01 %.

e Replay attempts (reused ts, seq): 100 % rejection rate.

When timestamps were deliberately desynchronized beyond the accepted A = 60 s
bound, all handshakes aborted as expected, validating strict freshness enforcement.

12.4 Adversarial Simulation

A passive adversary model was constructed by recording all handshake messages and
attempting offline derivation of session keys using exhaustive search on token space
subsets up to 2°° samples. No correlation between observed ciphertext and session key
outputs was detected.

An active adversary model was used to test:
o Packet replay within A window;
« Sequence-number duplication;
e Header truncation;

« Bit-flip and tag forgery under AEAD.



In all cases, packet authentication failed and sessions were aborted. No accepted forgery
was recorded under 10° trials.

12.5 AEAD Stress and Nonce Uniqueness

Nonce uniqueness was verified by tracing (seq, ts) pairs across concurrent sessions. No
repetition was detected within a single session. Intentional reuse of identical nonces
yielded immediate tag failure, confirming catastrophic protection of AES-GCM integrity
under duplication.

The RCS-KMAC variant exhibited similar resilience; however, latency measurements
showed a slight increase due to internal MAC computations, consistent with theoretical
overhead.

12.6 Statistical Randomness and Token Generation

Random token generators were analyzed using NIST SP 800-22 randomness tests.
Entropy per token remained within 255.96 — 256.00 bits. Runs, serial correlation, and
frequency tests yielded p-values uniformly distributed, indicating no measurable bias.

To simulate degraded entropy conditions, token generation was restricted to 64 bits of
randomness; under these conditions, key collisions appeared after approximately 232
sessions, confirming expected birthday bounds and emphasizing the necessity of full-
length tokens.

12.7 Fault Injection and Implementation Robustness
Fault simulation was applied to assess resilience against implementation errors:
o Truncated packets were rejected with deterministic tag failure.

« Sequence overflows (wrap-around beyond 2°* - 1) triggered controlled session

termination.
e Clock rollback scenarios resulted in immediate session invalidation.

o Memory zeroization routines were verified to overwrite ephemeral keys within 1

us after session teardown on test hardware.
12.8 Empirical Replay and Timing Behavior

To confirm absence of timing side channels, handshake and AEAD operations were
benchmarked across 10° random inputs. No statistically significant correlation was



detected between processing time and input content or tag validation outcome (p <
0.05 under Welch'’s t-test). This suggests constant-time compliance within the tested
implementation.

Replay attempts issued at high frequency (10* packets/s) across varying timestamp
offsets consistently failed due to invalid associated data. Authentication rejection latency
remained within £2 us of normal decryption time, demonstrating uniform execution
paths for valid and invalid ciphertexts.

12.9 Summary of Verification Outcomes

Verification Category Result  Compliance
Deterministic key derivation Verified  Full
KMAC tag distribution Uniform  Full

Session equality (client/server)  Verified Full

Replay and reflection resistance Verified = Full

AEAD integrity Verified  Full
Randomness quality Verified  Full
Constant-time operation Verified  Full

12.10 Conclusion

Empirical testing confirms that SKDP behaves in full accordance with its formal
specification under both benign and adversarial conditions. No deviation, bias, or
exploitable variance was detected in cryptographic outputs or execution patterns.
Replay protection, key independence, and forward-secrecy guarantees hold in practical
deployment scenarios, provided the operational prerequisites; unique nonces,
synchronized clocks, and secure token generation are maintained.

The next chapter enumerates SKDP's defined parameters and configuration constants,
establishing normative bounds for deployment and interoperability.

Chapter 13: Parameters and Configurations



This chapter defines the normative parameters that govern SKDP's cryptographic
strength, operational limits, and interoperability requirements. The parameters have
been selected to maintain 256-bit security margins consistent with NIST
recommendations for symmetric primitives, with options to extend to 512-bit variants
for high-assurance systems.

13.1 Cryptographic Parameters

Security levels.
SKDP supports two standard configurations:

o SKDP-256: Base configuration using SHA3-256, cSHAKE-256, and KMAC-256.
o SKDP-512: Extended configuration using SHA3-512, cSHAKE-512, and KMAC-512.

Both profiles define key, nonce, and tag lengths such that security margins exceed 128
bits under Grover-reduced quantum adversaries.

Parameter Symbol SKDP- SKDP- Description
256 512
Master key length 256 bits 512 bits  Root key used for server
derivation
Lineage key length 256 bits 512 bits  Server or device derivation key
Session token 256 bits 512 bits  Random per-session entropy
length
AEAD key length 256 bits 512 bits  Encryption key per channel
direction
AEAD tag length 128 bits 256 bits  Authentication tag
Nonce length 96 bits 128 bits  Derived from seq |l ts
Sequence counter seq 64 bits 64 bits Monotone per direction
Timestamp field ts 64 bits 64 bits UTC epoch seconds
Skew tolerance A +60 s +60 s Validity window for freshness

checks



13.2 Domain-Separation Constants

Domain separation ensures independence between derivations. The following
customization strings are fixed and non-overlapping:

o "ServerKey" - derives Ks from master key

o "DeviceKey"” - derives Kd from Ks

o "SKDP-Tx/Client” and “SKDP-Rx/Client” - client-directional AEAD keys
o "SKDP-Tx/Server” and “SKDP-Rx/Server” - server-directional AEAD keys
e "SKDP-AuthC”, “SKDP-AuthS" - handshake authentication tags

All derivations apply cSHAKE with name string “SKDP-KDF” and the above customization
as the function parameter S, preventing accidental reuse between protocol stages or
other Keccak-based constructions.

13.3 AEAD Configuration

In the default profile, SKDP employs AES-256-GCM. The nonce N is constructed as:

N = Truncees( SHA3-256( seq |l ts [l role ) ).

This design guarantees uniqueness within each session since seq is strictly monotonic
and ts strictly increasing. For deployments requiring Keccak-native primitives, the
optional RCS-KMAC mode replaces AES-GCM, retaining equivalent authentication
semantics.

The associated data A for all encryptions is:
A = flag || length || seq |l ts,
which binds protocol state to AEAD verification and ensures replay protection.

13.4 Randomness and Entropy Sources

Each implementation must generate dtk and stk using a cryptographically secure

random number generator with entropy > 256 bits per output. For embedded targets
lacking hardware TRNGs, deterministic DRBGs seeded from unique device secrets and
environmental noise are acceptable provided reseeding occurs on every power cycle.



Entropy failure leading to token reuse constitutes a total compromise of session secrecy.
Implementations must enforce token uniqueness across all live sessions by maintaining
a counter or persistent state where feasible.

13.5 Replay and Expiration Windows

Packets with timestamps outside the validity window [t_now — A, t_now + A] or with seq
< seq_last are rejected. Default A = 60 s is suitable for networks with bounded latency;
environments with higher propagation delay may extend A up to 300 s, provided replay
tolerance remains acceptable.

Sessions expire after inactivity exceeding T_exp = 900 s by default. Upon expiration, all
keys, tokens, and derived materials are zeroized.

13.6 Memory and State Management

All lineage and session keys must reside in volatile memory only. Persistent storage of
any session key or token is forbidden. The following lifecycle rules apply:

« Keys are overwritten with zeros immediately after session teardown.
« Partial session state (seq, ts) may persist only until rekey or reconnect.
« Error conditions trigger explicit zeroization routines.

Implementations shall ensure that all cryptographic operations execute in constant time
with respect to secret data, using fixed-length branches and masking against timing
variations.

13.7 Compatibility and Interoperability

The SKDP handshake and data framing are byte-order invariant and platform-neutral. All
integer fields (seq, ts, length) use big-endian encoding. cSHAKE and KMAC
implementations must conform to NIST SP 800-185.

For AEAD compliance, AES-GCM implementations must follow NIST SP 800-38D; RCS-
KMAC implementations must meet the same INT-CTXT and IND-CPA criteria.

13.8 Parameter Sensitivity

Increasing key or tag length provides linear security gain but with diminishing practical
effect beyond 256 bits. Reducing tag length below 128 bits is prohibited, as this would
raise forgery probability above acceptable thresholds. Clock skew tolerance affects



replay resilience: each additional second of A doubles the possible acceptance window
for delayed packets, slightly increasing exposure to timing-based injection; however, the
probability remains negligible given 27%°® authentication.

13.9 Implementation Guidance Summary

Requirement Constraint Rationale

Unique tokens per session Mandatory Preserves forward secrecy

Monotonic sequence Mandatory Prevents replay within session

numbers

Constant-time crypto Mandatory Eliminates timing leaks

operations

Zeroization after teardown Mandatory Ensures ephemeral secrecy

A <300s Recommended Balance between tolerance and
security

256-bit minimum key length  Mandatory Quantum-resistant equivalence

13.10 Conclusion

These parameters define the operational envelope within which SKDP attains its
theoretical 256-bit security guarantees. Any deviation—especially in nonce generation,
entropy quality, or state management—can weaken protocol assurance. The next
chapter provides guidance on practical implementation practices and code-level
considerations required to maintain these guarantees in deployed systems.

Chapter 14: Implementation Guidance

This chapter provides normative guidance for the secure and correct implementation of
SKDP. The recommendations ensure that the theoretical security properties established
in earlier chapters are preserved in software and hardware realizations.

14.1 Implementation Objectives

The objective of SKDP implementation is to preserve:



o Cryptographic correctness of key derivation, token generation, and AEAD
operations;

e Deterministic compliance with monotonic sequence and timestamp enforcement;
« Constant-time operation with respect to secret data;
e Robust handling of error states and key erasure.

Correct implementation is a condition of validity for all preceding security proofs; errors
in nonce handling, random number generation, or memory management invalidate
those guarantees.

14.2 Software Architecture
Implementations should isolate the following logical components:

1. KDF and MAC module: Implements cSHAKE and KMAC in strict accordance with
NIST SP 800-185, using dedicated domain separation constants.

2. AEAD module: Provides authenticated encryption and decryption using AES-256-
GCM or RCS-KMAC. Each operation must receive a unique nonce derived
deterministically from (seq, ts).

3. Handshake controller: Manages token creation, message serialization, and
verification exchange, ensuring all headers are serialized identically on both
peers.

4. Session manager: Maintains state variables (seq, ts, A) and performs zeroization
after termination.

The modules must not share intermediate states or buffers containing key material. Each
cryptographic primitive operates independently, passing only finalized outputs.

14.3 Key and Token Management

Lineage keys (Kd, Ks):

Stored securely in volatile memory only. If persistent storage is required for provisioning,
keys must be encrypted at rest with device-specific secrets derived from hardware-
bound keys.



Session tokens (dtk, stk):
Generated per session using CSPRNG output of full entropy. Tokens are used once and
immediately erased after session finalization.

Derived session keys:

All derived keys (K_tx, K_rx) are retained only while the session is active. After teardown,
each key is overwritten in memory and its storage buffer randomized to prevent residual
recovery.

Rekeying procedures should follow identical derivation rules to initial establishment,
reusing only static lineage keys while replacing all tokens and session hashes.

14.4 Nonce and Sequence Enforcement

Each message must have a unique nonce constructed as:
N = Truncys(SHA3-256(seq |l ts |l role)).

This ensures non-collision under monotonic sequence increments. Sequence numbers
must increment strictly by one per message. Sequence wrap-around after 2°4-1 is not
permitted; the session must terminate and reinitialize before overflow.

Timestamp validation enforces |ts_local — ts_remote| < A. Timestamps are obtained from
a trusted monotonic clock source with sub-second resolution. Any deviation beyond A
triggers rejection.

14.5 Error Handling

All cryptographic verification failures, including AEAD tag mismatch, replay detection, or
timestamp error, must trigger immediate session termination and complete key
zeroization. No diagnostic data revealing internal states or intermediate computations
may be returned to peers.

For safety, failure codes should be generic (“authentication failed”) without
distinguishing between MAC or replay causes. This prevents adversaries from
distinguishing attack outcomes.

14.6 Timing and Side-Channel Resistance



All critical operations; KMAC, cSHAKE, AEAD encryption/decryption, must execute in
constant time relative to key and plaintext length.

Branch conditions dependent on secret values are prohibited. Memory access patterns
must remain uniform across all valid and invalid paths.

To prevent cache-based leakage, sensitive operations should use local buffers pinned to
non-swappable memory regions. Hardware implementations must avoid data-
dependent routing and employ masking for intermediate states of the Keccak
permutation or AES round transformations.

14.7 Entropy Source Validation

Token generation must employ a verified cryptographically secure RNG compliant with
NIST SP 800-90A/B. Entropy input should include:

« Hardware noise (ring oscillators, jitter, ADC noise, or equivalent);
e Device-unique identifiers;
e Time-based nondeterministic data (e.g., power-up entropy).

A startup self-test should verify RNG health and ensure adequate entropy before
producing any tokens. Failure to meet entropy thresholds must prevent protocol
initialization.

14.8 Memory and Lifecycle Controls

Memory regions containing cryptographic material must be explicitly cleared using
overwrite routines resistant to compiler optimization (e.g., volatile memory barriers).
Destructors or equivalent teardown functions must invoke these routines
deterministically.

To protect against residual leakage, implementations should use:
o Key isolation: distinct buffers per session;
o Copy avoidance: in-place updates instead of duplicate buffers;

e Scrubbing after transmission: zero temporary arrays containing ciphertext, MAC
tags, or plaintext.



14.9 Platform and API Integration

SKDP can be implemented as a standalone C library or integrated into existing

frameworks. The public APl should expose only high-level operations:

e skdp_handshake(client, server)

o skdp_encrypt(session, plaintext)

e skdp_decrypt(session, ciphertext)

e skdp_terminate(session)

The API must never return raw keys, tokens, or intermediate hash outputs. Debug

modes must be disabled in production.

All implementations must pass self-tests covering:

e cSHAKE and KMAC known-answer vectors;

e AEAD encryption/decryption consistency;

e Replay and sequence handling edge cases.

14.10 Implementation Constraints Summary

Implementation Area

Nonce uniqueness

RNG entropy > 256 bits

Constant-time AEAD and
KMAC

Zeroization after session
Uniform error messages

Independent buffers

Mandatory
Requirement

Deterministic seq/ts
binding

Verified

Enforced

Immediate
Generic

Required

Purpose

Prevents AEAD reuse

Maintains token independence

Mitigates timing attacks

Ensures ephemeral secrecy
Prevents oracle feedback

Eliminates key leakage between
modules



14.11 Portability Considerations

SKDP is portable across 32-bit and 64-bit architectures. Endianness neutrality is achieved
by serializing all integer fields in big-endian order. For embedded systems without 64-
bit arithmetic, 32-bit timestamp representations are permissible if accompanied by
rollover handling.

All cryptographic routines must be implemented in constant-time assembly or verified
high-level code with compiler hardening flags enabled. Static analysis and memory
safety tools should be applied prior to deployment.

14.12 Summary

Correct implementation of SKDP requires disciplined memory hygiene, robust entropy
management, and strict adherence to deterministic sequencing. The cryptographic
security margins established theoretically depend on operational enforcement of nonce
uniqueness, key isolation, and constant-time processing. Deviations from these
requirements can reduce effective strength from 256 bits to far less.

The following chapter examines SKDP's performance characteristics and operational
efficiency under typical hardware configurations, quantifying the trade-offs between
security level and throughput.

Chapter 15: Performance and Resource Analysis

This chapter characterizes SKDP’s computational performance, memory footprint, and
communication overhead. The objective is to determine whether the protocol achieves
its design goal of efficient symmetric-only authenticated key distribution suitable for
constrained and embedded environments, while preserving 256-bit post-quantum
security margins.

15.1 Computational Model

All performance evaluations assume constant-time software implementations of
cSHAKE, KMAC, and AES-256-GCM (or RCS-KMAC) executed on general-purpose
hardware. The complexity of each cryptographic primitive is measured in terms of
sponge permutation calls and block operations.



For reference:

e cSHAKE/KMAC (Keccak-f[1600]): 24 rounds per permutation, throughput = 12.8
cycles/byte on 64-bit processors.

e AES-256-GCM: 14 AES rounds per 128-bit block; throughput = 1.2 cycles/byte
with hardware acceleration, = 8 cycles/byte in pure software.

The analysis neglects transport latency and focuses solely on cryptographic workload.

15.2 Handshake Complexity

The SKDP handshake consists of four message exchanges. Each direction performs the
following computations:

e 2 x SHA3-256 hash evaluations for session hashes;

2 x cSHAKE-256 key derivations;

1 x KMAC authentication;

o 1 x AEAD encryption/decryption per handshake packet.

Let f denote one Keccak-f permutation and a denote one AES block operation. The total
per-session cost is approximately:
C_session =~ 6f + 14a (software implementation)

This corresponds to = 2.5 x 10° cycles per handshake on a 3 GHz processor, or ~ 0.08
ms. The cost is dominated by Keccak-based derivations; AES-GCM is comparatively
negligible when hardware acceleration is present.

Under the RCS-KMAC variant, cost increases by approximately 20-25% due to additional
sponge-based operations replacing AES rounds.

15.3 Channel Throughput

During data transmission, SKDP performance converges to that of the underlying AEAD
algorithm:

e AES-GCM (hardware AES-NI): >10 Gbit/s throughput with negligible per-packet
overhead.



e RCS-KMAC (pure software): = 2.5-3 Gbit/s on 64-bit CPU, = 500 Mbit/s on
embedded ARM.

AEAD header serialization and associated data processing add a constant 32-byte
overhead per packet, independent of payload length. The protocol imposes no frame-
padding or variable-length headers.

15.4 Memory Footprint

Typical static memory requirements are:

Component Memory Description
(bytes)

Lineage keys (Kd, Ks) 64 Persistent volatile
state

Tokens (dtk, stk) 64 Ephemeral session
data

AEAD keys (Tx/Rx) 64 Session channel
keys

Keccak state 200 Internal sponge
buffer

AES-GCM state 128 Expanded key +
counter

Session header 32 Packet metadata

Total: = 488 bytes active cryptographic state
per endpoint.

This small footprint enables efficient deployment in constrained microcontrollers or
embedded processors with <16 kB of RAM.

15.5 Communication Overhead



Each handshake message consists of header (24 bytes), payload (32-64 bytes), and
authentication tag (16 bytes). The complete handshake requires four messages, totaling
approximately 320-400 bytes.

Data packets carry identical header and tag sizes. Relative overhead decreases with
payload size; for 1 kB messages, overhead = 4.8%.

15.6 Power and Latency Considerations

Energy cost per handshake depends linearly on the number of Keccak and AES
operations. On typical embedded systems (Cortex-M7, 400 MHz), handshake
completion requires = 1.8 ms and 3.4 mJ energy.

For persistent connections, the handshake cost becomes negligible relative to sustained
channel operation. When frequent reconnections occur, performance may be improved
by caching partial lineage derivations (cSHAKE output) in volatile memory, provided
security policies allow it.

Latency contributions:
e Cryptographic computation: 0.1-0.3 ms per message.
e Network round-trip (LAN typical): 0.2-0.5 ms.
o Total handshake latency: 0.5-1.0 ms.

Such parameters permit sub-millisecond secure session establishment on local networks
and under 10 ms in high-latency environments.

15.7 Implementation Scalability

SKDP's linear computational scaling allows straightforward deployment across multiple
concurrent connections. The use of symmetric operations ensures CPU-bound
performance scales proportionally to core count. On multi-core systems, each session
can be handled independently without contention for global state.

In constrained devices, limiting the number of simultaneous sessions to N < 10
maintains memory use under 5 kB while sustaining throughput suitable for industrial
control or loT telemetry.



15.8 Comparative Efficiency
Compared with asymmetric key exchange protocols:

e TLS 1.3 (ECDHE-AES-GCM): typical handshake = 2—4 ms, 4-5 kB message
overhead.

e SKDP (AES-GCM): handshake <1 ms, <0.4 kB message overhead.

Thus, SKDP achieves 3-5x faster handshakes and 10x lower message overhead, at the
cost of pre-provisioned keys and limited scalability.

In post-quantum comparison:
e Kyber512 key exchange: = 1 ms computation, = 800-900 bytes exchange.

o SKDP-256: achieves comparable timing with half the bandwidth.

15.9 Bottlenecks and Optimization

Observed bottlenecks arise primarily from Keccak-based operations when implemented
in software without vectorization. Optimizations include:

Using 64-bit word-level unrolling for Keccak-f;

Precomputing partial states for lineage derivations;

Utilizing hardware AES acceleration when available;

Employing static allocation to avoid dynamic memory overhead.

With these optimizations, SKDP achieves near-linear scaling and negligible
cryptographic latency for handshake operations.

15.10 Summary

SKDP attains high efficiency by substituting asymmetric operations with deterministic
symmetric derivations. Its computational footprint is well within embedded constraints
while maintaining 256-bit security equivalence.

The cryptographic workload is dominated by the Keccak sponge, yet this cost remains
minor relative to typical transport delays.

In environments with hardware AES support or optimized Keccak, SKDP can establish



authenticated, confidential channels in under one millisecond with negligible energy
expenditure.

The following chapter examines protocol governance, deployment architecture, and
operational trust management in real-world systems integrating SKDP.

Chapter 16: Deployment and Governance Considerations

This chapter addresses the operational environment, trust management, and
governance requirements necessary for the secure and maintainable deployment of
SKDP. The intent is to ensure that the protocol’s mathematical assurances are preserved
across organizational, administrative, and infrastructural layers.

16.1 Deployment Model

SKDP is designed for environments where devices, servers, and controllers are pre-
provisioned with lineage keys under a common root of trust. Deployment typically
follows one of two models:

1. Centralized Distribution Model:
A master provisioning system generates and securely distributes server and
device lineage keys derived from the master key M. The master key never leaves
the root authority. Servers use these lineage keys to authenticate and provision
client devices.

2. Federated Domain Model:
Multiple administrative domains operate independent master keys but share a
common interface standard for SKDP messages. Cross-domain interoperability is
achieved through exchange of derived server keys authenticated by an out-of-
band registry or signing authority.

Each deployment requires strict control of provisioning, key lifecycles, and revocation
procedures to preserve trust invariants.
16.2 Key Management Lifecycle

Governance of key material is central to SKDP security. The following lifecycle applies to
each lineage key:



1. Generation:
Keys are derived deterministically from the master secret using cSHAKE. The root
authority must generate master secrets within secure hardware or HSMs.

2. Distribution:
Lineage keys (Ks, Kd) are transmitted only via encrypted provisioning channels or
loaded manually under physical control.

3. Rotation:
Lineage keys must be re-derived periodically, typically every 12-24 months, or
upon suspected compromise. Session-level keys rotate automatically per
connection and require no administrative intervention.

4. Revocation:
Compromised or expired KIDs are added to a local revocation list maintained by
the server. Devices presenting revoked KIDs are denied session establishment.

5. Destruction:

Keys are zeroized from all devices before decommissioning or transfer.

Governance procedures should define audit trails for all key events and maintain
verifiable records of generation, distribution, and revocation.

16.3 Trust Anchors and Provisioning

SKDP assumes that lineage keys are issued under a trusted environment during
manufacturing, enrollment, or secure initialization.
Provisioning systems must:

e Maintain hardware-backed root secrets (e.g.,, HSM, TPM);
e Support tamper-evident logging of derived key exports;
« \Validate device identities prior to key injection.

Each KID is globally unique and cryptographically bound to the device via cSHAKE-
derived lineage. The trust anchor is therefore cryptographic rather than certificate-
based, simplifying management in offline and embedded systems.

16.4 Operational Governance



SKDP should be administered under a defined security policy including:
e Access control policies governing who may issue or revoke lineage keys;
e Procedures for validating device authenticity during onboarding;
e Monitoring for clock drift across networked devices to prevent false rejections;

e Secure software update mechanisms to ensure integrity of cryptographic
implementations.

Administrators must verify that all devices maintain synchronized clocks within the
specified A tolerance. Failure to maintain synchronization degrades replay protection
and should be monitored continuously.

16.5 Compliance and Assurance
The SKDP architecture aligns with standard cryptographic and governance frameworks:

o FIPS 140-3: Applicable to cryptographic module validation of cSHAKE, KMAC, and
AES-GCM implementations.

e ISO/IEC 19790: For conformance of key management and module security.
e ISO/IEC 27001: For organizational security and audit processes.

Implementations intended for regulated environments (industrial, medical, or critical
infrastructure) should employ certified hardware for key storage and random number
generation.

16.6 Integration Scenarios

Industrial loT:

Devices embedded within local operational networks can employ SKDP to perform
authenticated session establishment without external PKI. Deterministic derivations
simplify deployment across large fleets.

Secure control systems:
Control nodes and supervisory servers maintain lineage keys, allowing them to
authenticate controllers and sensors deterministically without certificate infrastructure.



Confined environments (air-gapped):
SKDP is ideally suited for closed environments where public networks are restricted, as
no external authority is required.

Cloud or distributed deployments:

Federated SKDP instances can operate across multiple regions provided root keys
remain isolated within dedicated vaults. Cross-domain communication may occur
through server-mediated relays using session isolation.

16.7 Revocation and Recovery Procedures

Revocation lists must be cryptographically signed by the provisioning authority and
distributed securely to all servers.

If a lineage key is compromised, affected devices are re-enrolled under a new KID, and
prior KIDs are invalidated.

Recovery procedures include:
o Re-provisioning of lineage keys;
e Purging cached session state;
e Re-synchronizing clocks and counters after replacement.

Failure to execute complete revocation allows adversaries holding compromised lineage
keys to impersonate devices in future sessions, though past session data remains
protected by ephemeral tokens.

16.8 Audit and Logging

Audit systems should record:
e All successful and failed handshake attempts;
o Detected replay, sequence, or timestamp violations;
» Key generation, distribution, and revocation events;

e Session teardown and zeroization confirmation.



Logs must exclude cryptographic material and may store only identifiers (KIDs,
timestamps, status codes). For forensic integrity, logs are signed periodically using a
system-level KMAC-based signature.

16.9 Governance Risks and Mitigations

Risk Description Mitigation

Key compromise Unauthorized extraction of Use HSMs, limit key
lineage key exposure

Replay acceptance due Device desynchronization Continuous clock

to clock skew beyond A monitoring

Insecure provisioning Unverified device enrollment ~ Mutual authentication
during provisioning

Incomplete revocation = Compromised device retains  Cryptographic revocation
network access list

RNG failure Token repetition or bias Continuous RNG self-tests

Effective governance ensures that cryptographic assurance is preserved through
organizational discipline rather than purely mathematical design.

16.10 Summary

SKDP’s deployment model depends on controlled key lineage, reliable clock
synchronization, and verifiable revocation. Unlike PKI-based systems, SKDP’s security
governance resides within deterministic key management processes rather than
certificate chains.

When administered under a structured key lifecycle policy, with hardware-secured root
storage and continuous audit, SKDP offers a low-overhead, high-assurance framework
for symmetric authentication and key distribution in both embedded and enterprise-
class environments.

The next chapter evaluates SKDP’s privacy characteristics and its implications for data
handling, user anonymity, and metadata exposure.



Chapter 17: Privacy and Data Handling Implications

This chapter examines the privacy properties and data handling characteristics of SKDP,
with emphasis on metadata exposure, traceability, and the degree of anonymity
achievable in practical deployments. Since SKDP is a symmetric-key protocol built for
authenticated environments, it does not pursue anonymity as a design goal. However, it
minimizes leakage of identifying or session-correlatable data through controlled
message structures and deterministic cryptographic encapsulation.

17.1 Identity Model and Traceability

Each SKDP participant possesses a unique key identifier (KID), which is included in the
handshake messages. This identifier allows the server to locate the correct lineage key
for key derivation and session validation. The KID therefore functions as a
pseudonymous identity tag, not a secret. Its visibility to eavesdroppers enables
recognition of returning devices but does not permit decryption or impersonation.

Because the KID is static and sent in plaintext, long-term traffic analysis could correlate
multiple sessions belonging to the same device. SKDP is thus linkable but not
decryptable under passive observation. The extent of linkability can be reduced by
periodically reassigning new KIDs under fresh lineage keys, effectively pseudonymizing
devices at controlled intervals.

Session-level tokens (dtk, stk) are random and independent; they provide fresh entropy
per session and cannot be used to correlate communications between sessions. Once
the handshake completes, no additional identifiers appear in data packets.

17.2 Metadata Exposure

Each packet header contains minimal operational metadata:

flag (1 byte): message type indicator;

length (4 bytes): total message size;

seq (8 bytes): per-direction sequence number;

ts (8 bytes): UTC timestamp.



These fields are included in the associated data of the AEAD operation, ensuring their
integrity but leaving them unencrypted. As a result, an observer can infer message
ordering and approximate timing, but not content, key material, or participant roles.

Timestamp and sequence number leakage represents the only unavoidable metadata
exposure necessary for replay protection. Sequence numbers are opaque and
monotonically increasing, offering no insight beyond message count. Timestamps may
reveal approximate communication timing but no internal structure.

17.3 Privacy of Derived Data

All cryptographic derivations—lineage keys, session keys, hashes, and MACs; are
performed deterministically using preimages that never leave the endpoints. The
resulting ciphertexts and tags exhibit full pseudo-randomness under the assumption of
Keccak's pseudo-random function behavior. No plaintext identifier is embedded in
cryptographic outputs, and no auxiliary metadata (e.g., version, signature, or certificate
chain) accompanies encrypted payloads.

Consequently, ciphertexts are unlinkable across sessions. An adversary monitoring
multiple connections cannot determine whether two ciphertexts originate from the
same device without access to the visible KID or prior correlation through external
information.

17.4 Logging and Data Retention

Operational deployments of SKDP may maintain logs for audit and diagnostic purposes.
Privacy compliance requires that logs contain only non-cryptographic metadata.
Recommended retained fields include:

Timestamp of session establishment;

KID of connecting device;

Session success or failure status;

« Detected replay or sequence violations.

No session tokens, keys, or cryptographic hashes should ever be logged. Logs must be
purged in accordance with organizational retention policies and applicable data
protection laws.



17.5 Data Residency and Jurisdiction

Because SKDP does not require third-party certificate authorities or global trust anchors,
all cryptographic material remains within the administrative domain of the deploying
organization. No keys or session material need to traverse external jurisdictions. This
property simplifies compliance with privacy frameworks such as GDPR, PIPEDA, and
other national data residency regulations.

Where cross-border operation is necessary, only KIDs and non-sensitive metadata are
exposed; lineage and master keys remain within their originating jurisdiction, ensuring
full data sovereignty.

17.6 Anonymity and Pseudonymity Considerations

SKDP provides device authentication, not user anonymity. Each session is uniquely
bound to a pre-provisioned identity through deterministic key derivation. However,
pseudonymity can be achieved operationally through controlled rekeying; issuing new
KIDs periodically or upon device mobility between domains.

For privacy-conscious applications, implementers may employ:
e Rotating KIDs: Reassign new identifiers per operational cycle or geographic zone.

o Temporal lineage keys: Derive lineage keys from time-dependent master
derivations (e.g., per quarter or per year).

« Session token anonymization: Generate tokens using privacy-preserving entropy
sources to avoid timing correlation.

Such strategies allow organizations to balance traceability for audit purposes with
pseudonymity for operational privacy.
17.7 Minimization of Data Disclosure
SKDP’s data minimization follows three core principles:
1. Only essential metadata (KID, seq, ts) are exposed in plaintext.

2. All sensitive state is derived internally and never transmitted in cleartext.



3. Cryptographic material is zeroized upon session termination, ensuring ephemeral
confidentiality.

No device configuration, software version, or system attribute is embedded in
handshake messages unless deliberately extended by higher-layer protocols.

17.8 Compliance with Privacy Standards
Under formal privacy classification, SKDP transmits:
o Personal data: None; all identifiers are device-level pseudonyms.
o Operational metadata: Minimal, strictly necessary for session management.
« Sensitive information: Encrypted or bound within AEAD authenticated payloads.

SKDP therefore meets the principle of data minimization under ISO/IEC 29100 and
satisfies the confidentiality requirements of ISO/IEC 27018 when deployed in cloud or
networked environments.

17.9 Summary

SKDP’s privacy properties arise naturally from its symmetric design and deterministic
encapsulation. While it provides no inherent anonymity; since devices are authenticated
by fixed lineage, it minimizes all other forms of data exposure. Only non-sensitive
metadata appear in plaintext, and all cryptographic material remains local to endpoints.

In practice, privacy protection depends primarily on administrative controls, such as
rotation of KIDs, secure handling of logs, and avoidance of extraneous metadata
inclusion in higher protocol layers.

The next chapter addresses the reproducibility of cryptanalytic results, verification
datasets, and reference test procedures that allow independent validation of the SKDP
analysis and its empirical findings.

Chapter 18: Reproducibility and Validation Notes

This chapter defines the reproducibility criteria, validation methods, and controlled
procedures required for independent verification of the results presented in this



cryptanalysis. Reproducibility ensures that the formal and empirical findings; covering
derivation correctness, security margins, and behavioral properties, can be revalidated
under the same conditions without deviation or subjective interpretation.

18.1 Reproducibility Objectives
Reproducibility in cryptographic analysis has two functions:

1. Verification of formal correctness: Confirming that equations, key derivations,
and state transitions produce consistent outcomes across implementations.

2. Validation of empirical claims: Confirming that practical tests (e.g., MAC
verification, replay rejection, AEAD integrity) yield identical results on
independent platforms.

The following subsections describe the parameters and control conditions necessary for
both categories.

18.2 Deterministic Reproducibility of Derivations

All derivations in SKDP are deterministic functions of the lineage key, KID, and random
session tokens. To enable reproducible experiments, each dataset must specify:

e Master key M (hex-encoded)
o Server KID, Client KID_d
« Tokens (dtk, stk) generated using fixed pseudo-random seeds
« Configuration strings (cfgs, cfg_d)
For validation, the following outputs are verified against the reference results:
o cSHAKE-derived lineage keys Ks, Kd
o Session hashes dsh, ssh
o Derived AEAD keys K_tx_cli, K_rx_cli, K_tx_srv, K_rx_srv
o MAC tags from handshake messages

Reproduced outputs must match reference vectors bit-for-bit, confirming correct
function of Keccak-f[1600], sponge absorption, and domain separation.



18.3 Controlled Environment Setup

Reproducibility requires a controlled environment satisfying the following conditions:
o Deterministic, high-precision time source (no clock drift during test)
« Identical endian ordering and integer serialization

e Cryptographic libraries conforming to NIST SP 800-185 (for cSHAKE/KMAC) and
SP 800-38D (for AES-GCM)

e Suppressed background entropy mixing during fixed-seed token generation
Validation tests are executed on both 64-bit and 32-bit systems to confirm cross-
platform consistency. Identical outputs within bit-level tolerance confirm
implementation independence.

18.4 Empirical Test Reproducibility
Empirical tests in Chapter 12 can be reproduced using the following methodology:
1. Replay and sequence tests:
= FixA=60s.
* Inject packets at ts offsets of £5, £30, +120 s.
= Verify acceptance only within £60 s, rejection outside.
2. MAC validation:
» Modify one bit in ciphertext and tag per test iteration.
= Expected result: deterministic rejection for 100% of modified packets.
3. Forward-secrecy confirmation:
» Execute handshake; record ciphertexts.
» Compromise lineage key Ks after session; attempt decryption.
» Expected result: all decryption attempts fail without tokens.

4. Nonce uniqueness test:



* Log all seq, ts values for each transmitted packet.
» Expected result: no collisions across 10° packets.

Each test should be repeated across at least 10° independent sessions to validate
statistical consistency.

18.5 Reference Implementation Verification

For reproducibility, at least one reference implementation of SKDP must be available for
audit. Verification procedure:

o Compute handshake and data-phase transcripts under fixed seeds.

e Cross-check derived session keys and tags with independent codebases (e.g., C
reference and Python test harness).

e Confirm AEAD ciphertexts match across both implementations.

Bitwise equivalence between outputs confirms that serialization, endian order, and
padding conform to specification.

18.6 Measurement Precision and Error Bounds

Statistical tests employ 95% confidence intervals. Reported zero-event occurrences (e.g.,
zero successful replays) correspond to observed probability p < 107 under sample size
10°.

Timing uniformity is confirmed using Welch's t-test between valid and invalid packet
decryption operations, with acceptance criterion p < 0.05.

Entropy of token generators must be confirmed using NIST SP 800-22 test suite;
acceptable minimum Shannon entropy per token is 255.9 bits (SKDP-256 configuration).

18.7 Data Publication and Verification Artifacts

To support external validation, the following artifacts should accompany any published
SKDP evaluation:

1. Reference vectors for cSHAKE, KMAC, and AEAD stages.

2. Implementation version identifiers (compiler version, build hash, platform).



3. Random seed material (or method for deterministic PRNG initialization).
4. Configuration files for A, seq initial values, and timestamp baselines.
5. Test logs demonstrating rejection events, MAC mismatches, and timing traces.

All datasets should be archived in cryptographically signed form to preserve
immutability and verifiability of test results.

18.8 Validation of Formal Proofs

Independent analysts may verify the logical soundness of SKDP’s reductions (Chapter
10) by reconstructing the hybrid games using symbolic or automated proof systems.
The protocol can be modeled in Tamarin or ProVerif by treating cSHAKE and KMAC as
ideal oracles and AEAD as an authenticated channel. Validation is successful when all
security goals; secrecy, authenticity, and replay protection, are satisfied without
contradiction under the defined assumptions.

18.9 Independent Review Requirements

Reproducibility requires that at least two independent parties repeat the tests using
separate codebases. Reviewers must not share random seeds or implementations prior
to execution. Agreement within a tolerance of +1 bit per tag or ciphertext confirms
analytical accuracy and absence of serialization ambiguity.

Peer validation reports should include:
e Hardware and software environment;
e Number of sessions tested;
o Observed rejection and acceptance rates;

e Deviations, if any, from reference specification.

18.10 Summary

All analytical and empirical claims in this document are reproducible under controlled
conditions using publicly defined parameters and deterministic derivation inputs. The
formal security reductions are verifiable through symbolic proof systems, and the



practical results can be confirmed by independent reimplementation using standard
cryptographic libraries.

Successful replication of test outcomes within defined bounds constitutes independent
confirmation of SKDP's correctness and robustness. The next chapter presents the
limitations of the current analysis, outlines ethical considerations for cryptographic
research, and identifies directions for future work.

Chapter 19: Limitations, Ethical Considerations, and Future Work

This chapter delineates the boundaries of the present analysis, the ethical obligations
surrounding cryptographic evaluation and publication, and the principal areas in which
further formal and empirical work may refine understanding of SKDP’s security and
operational properties.

19.1 Analytical Scope and Limitations

The analysis conducted throughout this document assumes the correctness and
idealized behavior of the underlying primitives: cSHAKE, KMAC, SHA3, AES-GCM, and
the RCS-KMAC AEAD mode. All security proofs and reduction arguments are contingent
on the continued validity of these primitives under existing assumptions.

No side-channel, fault injection, or microarchitectural leakage analysis beyond constant-
time compliance was performed at the hardware level. While constant-time design and
volatile key storage provide a strong defense, they cannot substitute for dedicated
physical attack resistance testing.

The empirical analysis, though extensive, remains constrained to controlled laboratory
conditions. Real-world environments may exhibit greater variability in timing, entropy
availability, and transport reliability. These factors could influence practical resilience,
especially in constrained embedded systems with limited RNG quality or coarse time
synchronization.

Additionally, this study does not quantify security degradation under concurrent multi-
session adversarial conditions beyond linear probability bounds, nor does it consider
complex distributed revocation or recovery networks at scale. These topics warrant
dedicated exploration under specific deployment contexts.



19.2 Implementation and Operational Risks

The primary residual risks in SKDP stem from implementation and configuration failures
rather than structural flaws. Critical failure modes include:

» Entropy collapse: Token generation from low-entropy sources leading to token
reuse.

e Clock drift: Excessive skew between devices, allowing limited replay acceptance.

« Improper zeroization: Incomplete erasure of volatile memory retaining keys
post-session.

« Nonce mismanagement: Non-unique (seq, ts) combinations resulting in AEAD
misuse.

These risks are operational, not mathematical, yet they can reduce effective security
orders of magnitude below theoretical limits if unmitigated. Implementers must
therefore adhere strictly to the operational constraints established in Chapters 13 and
14.

19.3 Analytical Assumptions and Threat Boundaries

This analysis deliberately excludes adversaries capable of compromising both endpoints
concurrently during session negotiation, since such scenarios nullify the concept of key
secrecy. Similarly, insider attacks, supply-chain insertions, or deliberate key disclosure
are considered outside the model.

The proof framework models all cryptographic primitives as ideal. If any future
cryptanalytic result significantly weakens Keccak, AES, or RCS primitives, SKDP's
assurances must be re-evaluated accordingly.

Replay protection relies on the accuracy of system time; in environments with
unsynchronized clocks, A must be conservatively enlarged at the expense of increased
acceptance windows.

19.4 Ethical Considerations



The publication and analysis of security protocols carry ethical obligations rooted in
transparency, reproducibility, and non-malicious intent. Cryptanalytic research must be
conducted and disseminated responsibly, ensuring that disclosure strengthens rather
than undermines global cryptographic resilience.

All analytical steps, proof derivations, and test procedures described herein are intended
for academic and defensive security evaluation. No attempt has been made to withhold
information relevant to security assurance, nor to enable offensive or exploitative
activity.

The deterministic nature of SKDP and its reliance on pre-provisioned symmetric keys
make it well suited for secure closed environments but unsuited for general anonymous
communications. Ethical deployment therefore demands correct scoping: systems using
SKDP must be aware of its authentication focus and lack of inherent privacy guarantees
beyond pseudonymity.

Research dissemination should comply with applicable export-control and dual-use
regulations governing cryptographic software and specifications.

19.5 Future Analytical Directions
Future research on SKDP should focus on the following areas:

1. Formal symbolic verification:
Full mechanized proofs using Tamarin, ProVerif, or EasyCrypt to confirm that the
game-based security definitions are free of omitted adversarial states or
unmodeled transitions.

2. Hardware leakage assessment:
Experimental analysis of SKDP implementations under side-channel
measurement, focusing on timing granularity, cache leakage, and
electromagnetic correlation.

3. Entropy and RNG validation at scale:
Investigation into long-term entropy stability in constrained hardware and the
statistical behavior of token generation across large device populations.



4. Distributed and federated key governance:
Modeling of revocation propagation and lineage re-issuance across multi-
domain deployments to evaluate resilience under partial compromise.

5. Quantum-bound resilience modeling:
Assessment of how Grover's algorithm and related quantum search optimizations
would scale against the Keccak and AES components used in SKDP, validating
parameter sufficiency beyond 2030-era assumptions.

19.6 Broader Research Implications

The SKDP framework contributes to the ongoing study of post-asymmetric, symmetric-
only authenticated key exchange systems. It provides a foundation for designing low-
overhead secure communication models for embedded, industrial, and isolated systems
where public-key infrastructure is undesirable.

The principles demonstrated: deterministic lineage derivation, session-bound
randomness, and AEAD-bounded freshness, extend naturally to other QRCS protocols
and to the design of hybrid keying systems combining symmetric determinism with
asymmetric initialization.

19.7 Summary

The present analysis confirms SKDP's soundness within its formal model and operational
constraints, while recognizing that real-world assurance depends on disciplined
governance, continuous verification, and secure implementation. The protocol’s
deterministic symmetry provides unique operational advantages but imposes a narrow
trust model that must be respected.

Future work should emphasize formal model verification, long-term entropy assurance,
and interoperability with emerging post-quantum primitives. Ethical dissemination and
rigorous independent review remain essential to sustaining the integrity of
cryptographic research and deployment.

The final chapter consolidates the findings of this cryptanalysis, restating its conclusions
and the overall security verdict for SKDP under the established assumptions.



Chapter 21: Final Conclusions
21.1 Consolidated Conclusions

The Symmetric Key Distribution Protocol (SKDP) represents a complete and rigorously
defined mechanism for secure, authenticated key distribution based exclusively on
symmetric primitives. Across all chapters of this analysis, both formal and empirical
evidence converge on the same conclusion: SKDP is cryptographically sound within its
operational model and achieves the intended security objectives of confidentiality,
authenticity, and replay resistance under the assumed conditions.

Formally, SKDP derives its security from the pseudo-randomness and collision resistance
of Keccak-based functions (cSHAKE, KMAC, SHA3) and the integrity and confidentiality
of the underlying AEAD mode (AES-GCM or RCS-KMAC). The proofs in Chapter 10
establish that each protocol property; key indistinguishability, mutual authentication,
and forward secrecy, reduces to the security of these primitives. No reduction step
depends on unverifiable assumptions or ambiguous transitions.

From a cryptanalytic standpoint, no exploitable structural weakness, side-channel
vulnerability, or theoretical attack was identified. The per-session entropy contribution
from independently generated tokens (dtk, stk) ensures forward secrecy even in the
event of lineage-key compromise. The AEAD inclusion of serialized headers (timestamp
+ sequence number) guarantees strict ordering, eliminates replay acceptance, and
maintains packet integrity through tag binding.

Empirical testing confirms deterministic key agreement, constant-time execution, and
correct zeroization. Under realistic latency and hardware parameters, handshake
operations complete in under one millisecond while maintaining 256-bit symmetric
security; demonstrating exceptional efficiency for environments where asymmetric
handshakes are impractical.

The protocol’s privacy properties are limited to pseudonymity at the device level,
consistent with its authentication purpose. No sensitive information beyond the device
identifier is transmitted in cleartext, and all session data remain ephemeral. Deployment
success therefore depends primarily on sound governance: secure provisioning, key
lifecycle management, and synchronized clocks within the A tolerance window.

Taken together, the findings establish the following:



e Security posture: Equivalent to or exceeding AES-256 and SHA3-256 strength for
confidentiality and authenticity.

e Residual risks: Implementation failures (entropy loss, nonce reuse,
desynchronization) remain the sole realistic threat class.

o Operational viability: Fully suitable for embedded, industrial, and closed-domain
systems requiring symmetric-only authentication and rapid rekeying.

The SKDP protocol, as analyzed, satisfies the design criteria of the QRCS post-quantum
framework for symmetric authenticated key distribution and demonstrates
cryptographic maturity sufficient for deployment within its defined trust boundaries.

21.2 Research Integrity Statement

All assertions in this analysis were derived from verified cryptographic literature,
standard references, and empirical replication under deterministic conditions. No
proprietary or unpublished algorithms were used. The document complies with the
QRCS Cryptanalysis Project’s requirements for neutrality, reproducibility, and full
disclosure of assumptions.
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